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Outline

1. Grammar Mutation for Testing Input Parsers

2. Repair-Driven Greybox Fuzzing
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Main Approaches
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Mutation-Based
(AFL, HonggFuzz)

✓ Diverse
✓ Fast
✗ Often invalid

Grammar-Based
(Grammarinator, Fandango)

✓ Structured
✓ Valid
✗ Can be restrictive



Input Processing Pipeline
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Generates valid inputs

Grammar-based fuzzing: smart
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Generates valid inputs

Great! Valid inputs go deep

But…
- What if SUT does not conform to grammar?
- What about subtle bugs triggered by almost-valid inputs?

Grammar-based fuzzing: smart?
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Grammars vs. SUTs

Inputs accepted by SUT Inputs generated by grammar
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Grammars vs. SUTs

Inputs accepted by SUT Inputs generated by grammar

=

The same, in theory
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Grammars vs. SUTs

Inputs accepted 
by SUT

Inputs generated 
by grammar

Interesting!

Often different, in practice!
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Research Question

How do we explore inputs near the boundary of validity?



Our idea: grammar mutation

Given:

- grammar G for input format

- SUT that claims to consume input format

Language of G
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Given:

- grammar G for input format

- SUT that claims to consume input format

Mutate G to get mutant grammar G’

Fuzz SUT using G’

Identify non-G inputs accepted by SUT

Language of G

Language of G’

Try many different mutant grammars at random

Our idea: grammar mutation
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Example: mutating JSON
json
   : value EOF ;
obj
   : '{' pair (',' pair)* '}'
   | '{' '}' ;
pair
   : STRING ':' value ;
arr
   : '[' value (',' value)* ']'
   | '[' ']' ;
value
   : STRING | NUMBER | obj | arr
   | 'true' | 'false' | 'null' ;
STRING
   : '"' (ESC | CHAR)* '"' ;
ESC
   : '\\' (["\\/bfnrt] | UNICODE) ;
UNICODE
   : 'u' HEX HEX HEX HEX ;
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Empirical Evaluation

JSON

Lua

URL

XML

Input 
formats
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JSON

Empirical Evaluation

cJSON
Parson
simdjson

luac
LuaJIT
py-lua-parser

aria2
curl
wget

fast-xml-parser
libxml2
pugixml

Lua

URL

XML

Input 
formats SUTs
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JSON

Empirical Evaluation

cJSON
Parson
simdjson

luac
LuaJIT
py-lua-parser

aria2
curl
wget

fast-xml-parser
libxml2
pugixml

Lua

URL

XML

Input 
formats SUTs

Tools:
- Grammarinator

- Gmutator

- G+M -> Grammarinator + 

string mutation

24 hour runs

3 repeat runs per 

configuration
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Evaluation Criteria

1. Discrepancy Bugs: Identify parsing issues

a. Accept-Invalid

b. Reject-Valid

2. Code Coverage: Unique code of lines 

covered by Gmutator and G+M
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Discrepancies found for both SUTs:

- cJSON accepts invalid unicode: \uZ234

- Parson accepts invalid JSON: {} {}

Discrepancy Bugs
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Won’t fix: developers 
want to be permissive

Behaviour confirmed
Discrepancies found for both SUTs:

- cJSON accepts invalid unicode: \uZ234

- Parson accepts invalid JSON: {} {}

Discrepancy Bugs
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Correct parse by curl

Discrepancy found in URL SUTs:

curl "http://a;bc@xyz"

curl: (6) Could not resolve host: xyz

Discrepancy Bug: CVE-2024-38428
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Userinfo incorrectly 
parsed as hostname

Correct parse by curl

Discrepancy found in URL SUTs:

curl "http://a;bc@xyz"

curl: (6) Could not resolve host: xyz

wget "http://a;bc@xyz"

wget: unable to resolve host address ‘a;bc@xyz’

Discrepancy Bug: CVE-2024-38428
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What did we learn

1. Grammar mutation finds discrepancies

2. Edge test cases can reveal bugs
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What did we learn

1. Grammar mutation finds discrepancies

2. Edge test cases can reveal bugs

But ..

Exploration is still driven by grammar!



Repair-Driven Greybox Fuzzing

Bachir Bendrissou, Cristian Cadar, Alastair Donaldson

Imperial College London

under review at ISSTA 2026 39



State of the Art

1. Mutation-based fuzzing: 

diverse tests, but invalid

2. Grammar-based fuzzing: 

valid tests, but biased
Structure 

Aware 
Fuzzing

Validity

Diversity

Byte-Level 
Fuzzing
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State of the Art: American Fuzzy Lop (AFL)
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Proposed Solution: RepairFuzz
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Proposed Solution: RepairFuzz
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Automatic Error Recovery

1. Originally used to report programming errors and 
suggest fixes

2. Search-based approach 

3. Highly precise and efficient
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Automatic Error Recovery

“Insert Short, Insert <id>”
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Structure 
Aware 

Fuzzing

Validity

Diversity

The Differentiating Factor

RepairFuzzByte-Level 
Fuzzing

Produce highly diverse test 
cases while maintaining 
structure validity
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Evaluation: Systems Under Test
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Evaluation Plan: Tools

1. Grammarinator: Grammar-based test generator

2. Nautilus: Greybox grammar-based test generator

3. AFL++: Imports Nautilus inputs as seed corpus, and performs byte-level mutations

4. RepairFuzz-Full: Imports Nautilus inputs as seed corpus, performs byte-level 

mutations, and repairs every mutated input

5. RepairFuzz-Partial: Only repairs mutated inputs 50% of the time



Results: Bugs found



Results: Unique Code Coverage





Conclusion

❖ Grammars and implementations disagree.

❖ Near-valid inputs are highly valuable.

❖ Grammar Mutation produces edge-case inputs

❖ Validity alone isn't enough — diversity matters

❖ RepairFuzz achieves both: valid + diverse inputs
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Thank you


