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What is KLEE 

If you don’t know what KLEE is, 

you are probably on the wrong conference  
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What is AFL : short version 

Security-oriented fuzzer that employs a novel type of 

compile-time instrumentation and genetic algorithms 

to automatically discover clean, interesting test cases 

that trigger new internal states in the targeted binary.* 

* http://lcamtuf.coredump.cx/afl/ 
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What is AFL : long version 

• FUZZER - automated software testing tool that involves providing 

invalid, unexpected, or random data as inputs to a computer program 

• COMPILED-TIME INSTRUMENTED – it uses calls to user-defined functions 

on edge level. It is used to improves the functional coverage for the 

fuzzed code 

• USES GENETIC ALGORITHMS – the genetic algorithm are used to create 

more robust input for the testing 
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AFL Scheme 

Input files 

Mutation Execution Crash report 

Feedback 
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Genetic Algorithm 
The population size depends on the nature of 

the problem, but typically contains several 

hundreds or thousands of possible solutions. 

Often, the initial population is generated 

randomly, allowing the entire range of possible 

solutions (the search space). Occasionally, the 

solutions may be "seeded" in areas where 

optimal solutions are likely to be found.* 

*   https://en.wikipedia.org/wiki/Genetic_algorithm 

** https://genetic.io/en/introduction-genetic-algorithms 

Selection 

Crossover 

Mutation 

Evaluation 

Done? 

Over! 

Initial population 

generation 

(**) 
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Initial Input Set - Corpus 

„Coverage-guided fuzzers like libFuzzer* rely on a 

corpus of sample inputs for the code under test. This 

corpus should ideally be seeded with a varied collection 

of valid and invalid inputs for the code under test;” 

* https://llvm.org/docs/LibFuzzer.html 
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Corpus – How to get it 

• Start with empty corpus 

• Generated with other tools  

• Downloaded from the Internet 
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Not everything can be done by AFL 
volatile int* noopt_p = NULL; 
int main(int argc, char** argv) { 
 
    unsigned char x[10] = {}; 
    unsigned int *i; 
 
    if (argc < 2) return 1; 
 
    int fd = open(argv[1], O_RDONLY); 
    if (fd < 0) return 1; 
 
    int r = read(fd, x, 10); 
    if (r < 4) return 2; 
 
    i = (unsigned int*)x; 
    if (*i == 0xdeadbeef) { 

        *noopt_p = 0x1234; 

        printf("Crash\n"); 
    } 
} 
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Not everything can be done by AFL 
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What if we have unknown/rare multimedia files 

• Start with empty 

• Download from Internet 

• Use an encoder if provided  

• Reverse the decoder  

• Use KLEE 
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Why don’t use KLEE 

• Path explosion  

• Program-dependent efficacy 

• Environment interactions 
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Why don’t use KLEE 

• Path explosion  

• Program-dependent efficacy 

• Environment interactions 

Symbolically executing all feasible 

program paths does not scale to 

large programs. The number of 

feasible paths in a program grows 

exponentially with an increase in 

program size and can even be 

infinite in the case of programs with 

unbounded loop iterations. 
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Why don’t use KLEE 

• Path explosion  

• Program-dependent efficacy 

• Environment interactions 

Symbolic execution is used to reason about 

a program path-by-path which is an 

advantage over reasoning about a program 

input-by-input as other testing paradigms 

use (e.g. Dynamic program analysis). 

However, if few inputs take the same path 

through the program, there is little savings 

over testing each of the inputs separately. 
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Why don’t use KLEE 

• Path explosion  

• Program-dependent efficacy 

• Environment interactions 

Programs interact with their 

environment by performing system 

calls, receiving signals, etc. 

Consistency problems may arise 

when execution reaches 

components that are not under 

control of the symbolic execution 

tool (e.g., kernel or libraries). 
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Why don’t use KLEE 

• Resource consumption 

• Issue with building the whole environment – there are 

assembly blobs optimized for particular architecture (ARM, 

AARCH64, x86)  

• Multithread 

• External libraries 

• No scalable problem 

• Distributed environment with many nodes 
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Multimedia 

• Current multimedia codecs can be very  

complicated (including multiple different options) 

• Highly optimized for the architecture 

(many assembler blobs) 

• Multi layers – NAL, bitstreams, frames. 

Can have different relation inside layers 

Program-dependent 

efficacy 

Environment interaction 

Path explosion 
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KLEE - Advantages 

• No need to build whole library 

• No need to run through whole application – it can be 

run in limited amount of time with different search 

algorithm to generate initial set of files. 

• Open source  
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Solution 

Input generation Fuzzing engine 
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Solution 

Input generation Fuzzing engine 

KLEE AFL 
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Why is it better than Concolic Execution? 

• It is not. 

• It is just different approach developed for better use of the 

resource and fuzzing capabilities. 

• You can treat this a 0 level concolic execution. 
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Multimedia (video) 
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Free Lossless Audio Codec (flac) 

An audio format similar to MP3, but lossless, meaning that 

audio is compressed in FLAC without any loss in quality. 

It is open source and available at: 

• https://xiph.org/flac/  

The c written encoder was used as an example. 

https://xiph.org/flac/
https://xiph.org/flac/
https://xiph.org/flac/
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flac – Initial Set 

Empty – one file with 

single character was 

created. 
 

Search: nurs:md2u, nurs:covnew 

File size: 16 

Max forks: 4096 

Result: 

KLEE: done: total instructions = 3029103 

KLEE: done: completed paths = 4097 

KLEE: done: generated tests = 97 
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flac – 1 vs 1 
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flac - 1 vs 1 
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flac – Master-Slave Android 

Masters 
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flac – Master-Slave Android 
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flac – Master-Slave Android 

Slaves 
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flac – Master-Slave Android 
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flac – Fuzzing Farm 

Empty – one file with single character 

was created. 
Search: nurs:md2u, nurs:covnew 

File size: 16 

Max time: 3600 

Max depth: 16 

Result: 

KLEE: done: total instructions = 1035881 

KLEE: done: completed paths = 15152 

KLEE: done: generated tests = 64 

Search: nurs:md2u, nurs:covnew 

File size: 32 

Max time: 3600 

Max depth: 16 

KLEE: clang 3.6, thread support 

Result: 

KLEE: done: total instructions = 1103352 

KLEE: done: completed paths = 17948 

KLEE: done: generated tests = 66 Mixed – both generated sets. 

1 
2 

3 4 
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flac – Fuzzing Farm 

1 
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flac – Fuzzing Farm 

2 
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flac – Fuzzing Farm 

3 
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flac – Fuzzing Farm 

4 
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test app 

Internal application for testing media codecs. 

Details cannot be revealed. 
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test app– Initial Set 

Empty – one file with 

single character was 

created. 
 

Search: nurs:md2u, nurs:covnew 

Max time: 7200 

Max size: 16 

Result: 

KLEE: done: total instructions = 15503460 

KLEE: done: completed paths = 1693 

KLEE: done: generated tests = 36 
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test app 

Empty Set KLEE Set 

12 Days 22 Hours 10 Days 1 Hour 

Total Paths: 1902 Total Paths: 2181 

Total Execs: 5.76M Total Execs: 3.71M 
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Conclusions 

• KLEE can be very helpful when the corpus needs to be 

generated. 

• The effectiveness highly depends on the application 

structure. 
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Thank you 


