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Motivation

Symbolic execution is expensive
- path explosion
- constraint solving
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Patch testing: 
- programs change all the time
- construct automatic test cases 

that cover the patch
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Chopper KLEE ’21

Automating function selection for patch testing via chopped symbolic execution

Chopper: chopped symbolic execution
- based on KLEE
- skip parts of the code

→ functions irrelevant to the patch
- main challenge:                                             

manual function selection

J. Ruiz,  M. Nowack,  A. Zaki, C. Cadar

D. Trabish, A. Mattavelli, N. Rinetzky, C. Cadar
Chopped Symbolic Execution, In ICSE ’18
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Chopper: lazy execution
- skip functions
- keep snapshots
- monitor dependencies
- trigger recoveries

but…

… recoveries are costly
→ needs good function selection
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AutoChopper: Chopper + automatic function selection

Good functions to skip:
+ average sized
+ many forks 
+ unlikely to cause recoveries

+ unrelated to patch
+ few side effects (cleanup() ✓)

+ no external side effects (write() ✗)
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AutoChopper: Chopper + automatic function selection

However…

- predicting recoveries is hard
- recoveries can be (very) costly

- interrupt long recoveries                                         
→ restart analysis without skipping this function
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AutoChopper components

- static pass
lists functions to keep
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AutoChopper components

- static pass
lists functions to keep

- dynamic pass
restarts analysis
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AutoChopper components

- static pass
lists functions to keep

- dynamic pass
restarts analysis

- target searcher       
searches for shortest 
path to the patch
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Vulnerability CVE-
2012-1569

CVE-
2014-34671

CVE-
2014-34672

CVE-
2014-34673

CVE-
2015-2806

CVE-
2015-3622

KLEE 05:49 T/O 00:02 T/O 00:57 27:25

Chopper 01:20 06:21 05:41 07:29 01:55 00:21

AutoChopper 02:33 00:47 08:17 01:10 01:12 05:49

libtasn1 CVEs - target

AutoChopper performances compare to that of Chopper
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DFS
Vulnerability CVE-

2012-1569
CVE-

2014-34671

CVE-
2014-34672

CVE-
2014-34673

CVE-
2015-2806

CVE-
2015-3622

Chopper 00:31 00:03 01:19 00:06 T/O 12:26

AutoChopper 00:36 00:48 T/O T/O 00:50 02:04

Vulnerability CVE-
2012-1569

CVE-
2014-34671

CVE-
2014-34672

CVE-
2014-34673

CVE-
2015-2806

CVE-
2015-3622

Chopper 01:39 02:05 05:21 T/O 01:41 00:17

AutoChopper 00:36 00:48 01:14 01:15 00:52 02:59

Coverage
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Benchmark

libosip bc

KLEE AutoChopper KLEE AutoChopper

Basic Blocks
(commits) 1850 (38) 1691 (374)

Reachable 982 1636

Success
(over reachables)

T/O = 15min

130
13.2%

270
27.5%

146
8.9%

124
7.6%

Preliminary results (WiP)
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Conclusion KLEE ’21
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Automating chopped symbolic execution:
- nearing Chopper’s performances
- some pre-results in automated patch testing

Ongoing challenges
- more benchmarks (libtasn1, libyaml, binutils...)
- preserve debug information better
- rewind symbolic execution instead of restarting
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Vulnerability CVE-2012-1569 CVE-2014-3467-1 CVE-2014-3467-2 CVE-2014-3467-3 CVE-2015-2806 CVE-2015-3622

Searcher Rand DFS Cov Tgt Rand DFS Cov Tgt Rand DFS Cov Tgt Rand DFS Cov Tgt Rand DFS Cov Tgt Rand DFS Cov Tgt

KLEE 05:58 01:04 08:43 05:49 T/O 01:13 T/O T/O 00:03 T/O 00:02 00:02 T/O T/O T/O T/O 01:06 T/O 00:44 00:57 T/O T/O 27:30 27:25

Chopper 01:05 00:31 01:39 01:20 06:12 00:03 02:05 06:21 06:31 01:19 05:21 05:41 09:00 00:06 T/O 07:29 04:10 T/O 01:41 01:55 00:24 12:26 00:17 00:21

AutoChopper 00:35 00:36 00:36 02:33 00:48 00:48 00:48 00:47 01:15 T/O 01:14 08:17 01:19 T/O 01:15 01:10 00:51 00:50 00:52 01:12 02:58 02:04 02:59 05:49

libtasn1 CVEs
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Benchmark

libosip libyaml bc libtasn1

KLEE ACSE KLEE ACSE KLEE ACSE KLEE ACSE

Basic Blocks
(commits) 1850 (38) 2000 (52) 1691 (374) 500 (38)

Reachable 982 327 1636 162

Success
(over reachables)

T/O = 15min

130
13.2%

270
27.5%

6
1.8%

6
1.8%

146
8.9%

124
7.6%

0 0

Preliminary results (WiP)
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