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—— Oracle Checker

Keﬂression Tec3+inﬂ

| lssues with regression test suites:
Test Suite

Test Runner & > Focus on core behavior
-> Provide haPhazar‘d coverage
-> Use aPProximaJred oracles
-2 Sometimes hot Pr'eeenJr ot all
Input
Generation

/
=

&
NS

o) [

Regression Errors



Intuition

Inpqu Generation + P , 95 oracle:

C 7 Test Suite
0 Test Runner & -> 'C‘OCUG onN chal’\ﬁed COde
Q  racle Cheker 7 > thorough coverage
) L U - ho need for oracles
P, = > fost enough For Cl

Tl e
W ot

b Generation

Regression Errors



BRT-KLEE Overview
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main
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initbuffer compress
getbyte
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initbuffer

output
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writebytes
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Chanﬁe identifFication
F)

0 \/_\ @r‘y Poin+9> 1 f\ @ry Poin+s>

F X / X |/

initbuffer compress initbuffer compress

Y|\

getbyte block getbyte block l

\J / \ 4
hash output XI‘ hash \ output

7\ )\

putbyte writebytes putbyte writebytes




InPqu Generation

initbuffer

compress

getbyte

putbyte

output

writebytes




InPqu Generation

block Control Flow Graph (CFG)

Input paths:

1,2,3,5,2,6

1,2,3,4,5,2,6 —

1,2,3,5,2,3,4,5,2,6—

1,2,6




initbuffer

compress
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getbyte

hash

‘ putbyte \

\ block
Fau

output

‘ writebytes I

initbuffer

compress
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getbyte

hash

| putbyte \

block

output

‘ writebytes I



BRT-KLEE V\/alk—Jrhr‘ouah

P

output

!

writebytes

writebytes

foo

putbyte

block

[
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< >

P,

| output \

writebytes

writebytes

putbyte

bar

block

[

Address space elements comparecl:

abnormal termination
returning function value
ﬂlobal variables

output streams



Dilf-fFerence Analysis

® Group dirfFerences by progrom element
® Order dependenJr diffFerences based on co-occurrence

e Rank diFferences by distance from changed code on the call groph



Evaluation: ImPlemen+a+ion and Research Questions

ImplemenJraJrion:

> Program analysis aond diFFerencing clang & livm
> Symbolic execution engine: Forked from KLEE 13

Research Questions:

> RQ@: Coan BRT-KLEE detect and eH:echiver ronk regressions?
> RQ@2: How do BRT-KLEE's overapproximating results compare to a
similar tool's (Shadow's) underapproximaﬁna results?

> RQ@3How does BRT-KLEE PerPorm on mostly refactored code?



Evaluation: Setup and Benchmarks

RQl:

> CoRERench: coreutis, find and grep
- Evaduaoted with Iaua oracles

RQZ:

- CoREBench: coreutils
(Shadow published results)

program regressions identifiers LOC
rm 1 1044
cut 3,6, 12,17, 21 519
tail 4,5,16 1039
seq 7,8,9,18,19, 20 254
cp 10 2498
Is 13, 14 3106
du 15 624
expr 22 583
find 23 - 37 8,738
grep 38 - 52 6,153
make 53 -70 23,805
redis N/A 121,989




Results

| cmp

bench regression detection

mark inputs  diffs +o PPV -0 rank |bklee shdw
01-rm 671 0 0 -0 X X

(03-cut 30641 5 0  00%

(04-tail 11407 11 100.0%

05-tail

06-cut

(7-seq

(08-seq

09-seq

10-cp ) O -

12-cut 28606 7 3 4229% 4 /P
13-Is 3 2 667% | v/ v

14-1Is 10186 10 10 100.0% O v X

15-du 1402 10 8 80.0% 2 v X

16-tail 8296 1 0 00% 1 x /!

I7-cut | 28573 7 3 429% 4 v o2
18-seq | 15248 2 2 1000% 0 X

19-seq 8533 3¢ 1. 333% 2 4 X

20-seq | 15250 2 2 1000% 0 oo X

21-cut 18841 I 11 1000% 0 4 v

22-expr | 2644 I 1 1000% 0 oo X

bench regression detection
mark inputs  diffs +o PPV -0 FDR
23-find 2552 67 1 1.59 66 98.5%
24-find | 22994 3 0 00% 3 100.0%
26-find | 180975 65 10 154% 55 84.6%
27-find 7771 1 0 00% 1 100.0%
28-find | 89420 4 0 0.0% 4 100.0%
j 3594 7 100.0% 0O 0.0%

37-find
38-grep
41-grep
42-grep
44-grep
45-grep
46-grep
47-grep
48-grep
49-grep
51-grep
52-grep

89012
4583
27704
2965
586
3142
9069
25758
25918
58
168
2012

1

2
8
1
5
0
1
5
22
16
0
13

3

100.0%
62.5%
0.0%
86.7%

2

N

1

0.0%
60.0%
0.0%
0.0%
0.0%
100.0%

WOOOOWOOWO

CXXXXAXX AR CAURRCCNCNAR AR E



Results

bench regression detection

mark inputs  diffs +o PPV -0 FDR rank |bklee
bench regression detection 23-I?nd 2552 67 1 1.5% 66 98.5% 67| v
mark inputs  diffs +o PPV -0 FDR rank[{bklee shdw 24-find 22994 30 0.0% 3 100.0% N/A| X

26-find | 180975 65 10 154% 55 84.6% 1| v
01-rm 671 0 0 - 0 - NAg X X 27-find | 7771 I 0 00% 1 1000% NA| X
03-cut | 30641 5 0 00% 5 1000% NA§ x X 28-find | 89420 4 0 00% 4 1000% N/A| X
O4-ta!l 11407 11 100.0% 1000% 0O 0.0% l /
05-ail | 8311 1 0  00% Ou+Perf—ormeal state-ofF-the-art | 156% 54 sa4% 1| v
06-cut 3198 5 2 40.0% ) ) 2226 7  77.8% 4
07-seq | 13427 2 1 500% +echnla|ue used as a baseline. 222% 7 77.8% | .
(08-seq 14088 3 1 333% 0.0% 7 1000% N/A| x
09-seq | 15248 2 2 100.0% 36-find | 68074 4 0 00% 4 100.0% N/A| X
0cp | 4239 0 O 3 X VB 37find | 89012 2 2 1000% 0  0.0% 1| v
[2-cut | 28606 7 3 42.9% o 38-grep | 4583 8 5 625% 3 37.5% 2| v/
[3-1s 13062 3 2 66.7% o/ 41-grep | 27704 51 0  0.0% 51 100.0% N/A| X
14-1s | 10186 10 10 100.0% oo X 42-grep| 2965 15 13 86.7% 2 13.3% 1|
15-du 1402 10 8 B80.0% v X 44-grep 386 0O 0 -0 - N/A| X
l6-tail | 8296 1 0  0.0% X V'H 45grep| 3142 1 0 00% 1 1000% NA| X
[7-cut | 28573 7 3 429% o7 46-grep | 9069 5 3 600% 2 40.0% 2|
18-seq | 15248 2 2 100.0% oo X 47-grep | 25758 22 0  0.0% 22 100.0% N/A| X
19-seq | 8533 3 1 33.3% oo X 48-grep | 25918 16 0  00% 16 100.0% N/A| X
20-seq | 15250 2 2 100.0% oo X 49-grep 58 0 0 < £ - N/A| X
21-cut | 18841 11 11 100.0% o/ 51-grep 168 13 0  0.0% 13 100.0% N/A| X
22-xpr| 2644 1 1 100.0% o X 52-grep | 2012 33 1000% 0  0.0% 1| v
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