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Side Channel: vanuary 2018 — News
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MELTI;OWN SPECTRE

Affected a wide range of x86 processors
produced since 1995

Pictures are taken from https://meltdownattack.com/



Side Channel: The black magic behind it...
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Cache timing side channel leak
due to speculative execution
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Cache Timing
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Cache Timing Leaks

leak( secret){
SBox[256]={...};
regl, SBox[secret]; <Box[6]

1-2 CPU cycles

r

100 CPU cycles

Measure the execution

secret<64

secret>=64

time of the

 \)§'
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Our Key Insight

Timing-leak-freedom
is NOT a compositional property.

A leak-free program (when running alone) may still leak sensitive timing
information when interleaved with other threads, if they share the same
CPU and memory subsystem.
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A Self-leaking Program

/* k is the sensitive input */
p[256];

ks
q[256];

regl, p[k];

if (k < 127)
reg2, q[255-k];

LCooNOULE WN PR

else
reg2, q[128-k];

: add regl, reg2;
regl, p[k];
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Cache Mapping

/* k is sensitive input */

coNOOUVTL D WDN PR

p[256];
k;
q[256];

regl, p[k];

if (k < 127)

reg2, q[255-k];
else

reg2, q[128-k];

: add regl, reg2;

regl, p[k];

Direct-mapped

Cache
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Cache Mapping

/* k is sensitive input */
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p[256];
k;
q[256];

regl, p[k];

if (k < 127)

reg2, q[255-k];
else

reg2, q[128-k];

: add regl, reg2;

regl, p[k];

Direct-mapped

Cache
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Constant Cache Timing in Path 1

Direct-mapped
Cache

e «

Cache behavior

127<= k <=255

Same cache behavior for all k € [127,255]




Constant Cache Timing in Path 2

Direct-mapped

Cache

e

e p[256]
i

s

s ‘
-

e a[256]
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Path Sensitive input k Cache behavior
127<= k <=255 miss miss hit

o< k <127




Divergent Cache Timing in Path 2

Direct-mapped

Cache

e

e p[256]
i

s

s ‘
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e a[256]
B

EEEEE

Path Sensitive input k Cache behavior
127<= k <=255 miss miss hit
o< k <127 miss miss  hit

k::




Timing Leak

Path Sensitive input k Cache behavior
127<= k <=255 miss miss hit
o< k <127 miss miss hit

k==0 miss miss miss

similar execution time =~k !'=0
obviously moretime =Kk =0




Leak Mitigation

Before Mitigation

/* k is sensitive input */ Pathl: P[k], q[255-k], p[k]
;: pﬂi6h Path2: P[k], q[k-128], p[k]
3: q[256];

4:

5: regl, p[k];

6:

7: if (k < 127)

8: reg2, q[255-k];

9: else

10: reg2, q[128-k];

11 :

12: add regl, reg2;
13: regl, p[k];




Leak Mitigation

Mitigation
/* k is sensitive input */
i p[256];
2: k;
2 q[256];
4:
5: if (k < 127)
6: reg2, q[255-k];
7: else
8: reg2, q[128-k];
S5
10: regl, p[k];
il

12: add regl, reg2;
13: regl, p[k];

--- Moving line 5 to line 10

Pathl: g[255-k], P[k], p[k]
Path2: g[k-128], P[k], p[k]

No matter what the value (k) is
« Always miss — miss - hit

« Constant cache timing



Our Question

What if executing the program with a

second thread?



Really Secure ?

The
mitigated
program

The new
thread
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A New Two-thread Program

Thread T1

p[256];
k;
q[256];

if (k < 127)

reg2, q[255-k];
else

reg2, q[128-k];

regl, p[k];

: add regl, reg2;

regl, p[k];
Thread T2

tmp;
reg3, tmp

......

Direct-mapped

Cache

plel, q[2551
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Really Secure ?

The
mitigated
program

The new
thread
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A New Two-thread Program

Thread T1

p[256];
k;
q[256];

if (k < 127)

reg2, q[255-k];
else

reg2, q[128-k];

regl, p[k];

: add regl, reg2;

regl, p[kl];
Thread T2

Direct-mapped
Cache

p[256]

q[256]

tmp



Question

Can we still infer £ by measuring the

cache timing?



Interleaved Executions

8 Different Interleavings

Thread T1 Thread T2




A Specific Interleaving

LooNOTUVTDWNER

Thread T1

p[256];
k;
q[256];

if (k < 127)

reg2, q[255-k];
else

reg2, q[128-k];

regl, p[k];

: add regl, reg2;

regl, p[k];
Thread T2

tmp;
reg3, tmp

q[255-k]

p[k]

p[k]
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T2

tmp




A Specific Interleaving

OLoNOTUVTDWNER

Thread T1

p[256];
k;
q[256];

if (k < 127)

reg2, q[255-k];
else

reg2, q[128-k];

regl, p[k];

: add regl, reg2;

regl, p[k];
Thread T2

tmp;
reg3, tmp

Interleaving

'
|
|
|

k € [0,127)

q[255-k]

p[k]

tmp

p[k]




A Specific Interleaving

p[k]

fk!=1 Direct-mapped

‘ Cache
i ]I C ol PLese]
=
* I 2561

k € [0,127)




A Specific Interleaving

ki=1 k==1 Direct-mapped
‘ | Cache
.
q[255-k] I miss gq[255-1] I — 0[256]
| l .
pLk] I miss p[1] I . k
.
.
* miss tmp — — q[256]
.
pLk] I hit p[1] I
| |

k € [0,127) k € [0,127)




Timing Leak Again

similar execution time ~ k !'= 1
obviously moretime =~k =1




Challenges

How to find the exact interleaving?

How to analyze the cache behavior?
How to obtain the right value of k?
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3. Method

Symbolic Execution
Scheduling, Modeling,
Solving




In a Nutshell
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Adversarial
Scheduling

Symbolic
Execution
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' Optimized SMT
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Solving

Adversarial

Cache Modeling

* Find Interleaving?

Analyze Cache ?

* Generate Input ?

Our Adversarial Symbolic Execution




Overall Flow
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Our Adversarial Symbolic Execution
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Timing Leaks




Adversarial Scheduling

B ] 1. State search space can be large
I *
i | 2. Many interleavings are redundant
é 4
Symbolic . Optimized SMT
Execution Solving
T A
i Adver;arial

Cache Modeling

Our Adversarial Symbolic Execution




The State Space

8 Different Interleavings ---

Thread T1 Thread T2




Adversarial Scheduling Symbolic execution (sequential)

Initially: State stack Stack = 0;
Start SYymSC(s() with the initial symbolic state s.
SymSC(State s)
begin
Stack.push(s);
if s is a thread-local branching point then
for t € s.branch and s.pcon A t is satisfiable do
|  SymSC(NextSymbolicState(s, t)):

end

Optimized SMT

Solving

else if s is other sequential computation then
: |  SymMSC(NextSymbolicState(s, s.crt));

1

1

else

| terminate at s;
. Adversarial end
Cache Modeling dSHWquXﬁ
€en

NextSymbolicState(State s, Event t)
. . . begi
Our Adversarial Symbolic Execution o s.crt &
s’ « Execute the event ¢ in the state s;
return s’;
end




Adversarial Scheduling

Optimized SMT
Solving

1
1
1
1
. Adversarial
Cache Modeling

Our Adversarial Symbolic Execution

Symbolic execution (concurrent)

Initially: State stack Stack = 0;

Start SYymSC(s() with the initial symbolic state s.

SymSC(State s)

begin

Stack.push(s);

if s is a thread-local branching point then

for t € s.branch and s.pcon A t is satisfiable do
|  SymSC(NextSymbolicState(s, t)):

end

else if s is a thread interleaving point then

fort € s.enabled do
|  SymSC(NextSymbolicState(s, t));

end

else if s is other sequential computation then
|  SymMSC(NextSymbolicState(s, s.crt));

else .
| terminate at s;

end
Stack.pop();

end

NextSymbolicState(State s, Event t)

begin
s.crt « t;
s” « Execute the event ¢ in the state s:
return s’;

end




Adversarial Scheduling

Optimized SMT
Solving

1
1
1
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. Adversarial
Cache Modeling

Our Adversarial Symbolic Execution

Symbolic execution (side channel)

Initially: State stack Stack = 0;

Start SymSC(s() with the initial symbolic state s.

SymSC(State s)

begin

Stack.push(s);

if s is a thread-local branching point then

for t € s.branch and s.pcon A t is satisfiable do
|  SymSC(NextSymbolicState(s, t));

end

else if s is a thread interleaving point then

for t € s.enabled do
if DivergentCacheBehavior(s, t) then
generate test case;

terminate at s;

else
| SymSC(NextSymbolicState(s, t));

end

end

else if s is other sequential computation then
|  SymSC(NextSymbolicState(s, s.crt));

else _
| terminate at s;

end
Stack.pop();




Adversarial Scheduling
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Execution Solving
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: Adversarial

Cache Modeling

Our Adversarial Symbolic Execution

Only Create New Schedules
- At symbolic memory accesses
- Two memory accesses can cause cache hit
« An adversarial access may cause cache miss

Cache

input k = *
T : T2 Al(k) == A2(k) != A3
| AL (k)
I S
I \\\
A1(k) B !
| )Ii A \
| « 1l A3 A3
M :
A2(k) Ii A2 (k)
]
1
1
i




Cache Modeling

Adversarial
Scheduling

¢ ————————
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Symbolic
Execution

Crp—

. Optimized SMT
Solving
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Our Adversarial Symbolic Execution

A

I
I
I
I
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Interleaving

i An ordered sequence of memory events:
q[255-1] . Ay: load q[254] |
! A, : load p[1]
A,: load &tmp
; A;: store p[1] :
pl1] B T

L addr; ,
the memory address accessed by A,
tmp i
 tag (addr;) :
' the unique tag of addr,
p[1] Eﬁne(addny

the cache line that addr; maps to




Cache Modeling

____________ Adversarial The Cache-hit condition of A; on sensitive input k :
E Scheduling
l i T;(k) =
H ¥
Symbolic . Optimized SMT
Execution Solving
: ' * Anevent A; happed before A,
i . * A;and A; access the same address
. .

* A, still in cache when reaching A,

Our Adversarial Symbolic Execution




Leak Definition

Program P: a function f (k, x) = ¢

. L .+ kissensitive input
: Scheduling = . N
: : * x IS Insensitive input
1 1
i e e e
] ! .
symbolic | | Optimized SMI P is leakage-free if
Execution Solving ;
! A i * 1;(k,x) is the same for all sensitive inputs '
S —— > P has if

» Exists two sensitive inputs k; and k,

Our Adversarial Symbolic Execution o |Tilky, x) # Ti(ky, X)

______________________________________________________________________________________________




Constraint Construction

(tag(plk]) = tag(plk]) A
line(p[k]) # line(tmp))

Our Adversarial Symbolic Execution PLk]

Interleaving
?
I
. | Adversarial i
] ' 255-k ,
i Sched?ullng al ] i i Hit condition Cache
1 1 |
| ] : False
; \’ ¥
Symbolic | ___ | Optimized SMT - | )
Execution Solving : tag(tmp) = tag(p[k]) V
H A i (tag(tmp) = tag(q[255-k]) A
| | ¥ line(tmp) # line(p[k]))
1 1 1
i : e W tag(p[k]) = tag(tmp) V
|
|
!
|
|
|
|
|
|
\ 4




SMT Solving

. ,| Adversarial Precise
i Sched?ullng Sallurten Two-step
i | Approximation
i v :
Symbo i || | P has If
Execution
':r ';f‘ Hkll kz | Ti(kl) x) + ri(kZJx)
: Adver;arial

Cache Modeling

Our Adversarial Symbolic Execution




SMT Solving

Precise
Solution
____________ Adversarial
E Scheduling
? 3kq, k; | Ti(kq,x) # T;(k2, X)
1 i
Symbol_ic . T; (k, X)
Execution S
? $ ’,”’ \\\\~
i Adver;arial

Cache Modeling

* Two fresh copies of T;(k, x)
* Double-sized formula
* Precise, but also expensive

Our Adversarial Symbolic Execution




SMT Solving

Two-step
Approximation
____________ ,| Adversarial
E Scheduling
i 3k, ky | T;(kq, x) # T;(k2, X)
| y !
Symbolic |
Execution 1 Tl' (k1’ x)
i X !
1 é ,
i ------------ Adversarial 2. —T; (kz,X)/\(kl =+ kZ)

Cache Modeling

* Cheaper, step 1 returns if unsatisfiable
Our Adversarial Symbolic Execution * Faster, a solution is promised to be valid

* May miss solution
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Benchmarks

A Diverse Set of Real-world Cipher Programs

Source Cipher Name
FELICS | Chaskey, Lblock, Piccolo, PRESENT, TWINE
Chronos --- Khazad, FCrypt
Libgerpt | DES, rfc2268, Seed, Twofish
LibTomcrpt | Camellia, - Seed, Twofish
OpenSSL | /AES
CHALICE | KV_Name




Benchmarks

Benchmark Statistics

Item Statistics
Programs pX0)
Sources 6
Lines of Code 194 -- 1429

Sensitive Input Size

8 bytes -- 24 bytes

Memory Accesses

19 --1618




Benchmarks

Benchmark Statistics

Name Name
AES[6] FCrypt[27]
AES[27] KV_name[21]
Camellia[4] LBlock[29]
CAST5[4] Misty1[1]
CAST5[27] Piccolo[29]
Chaskey[29] PRESENT[29]
DES[3] rfc2268 [3]
DES[27] Seed[3]
Kasumi[1] TWINE[29]
Khazad[27] Twofish[3]

LOC: Line of C code LL: Line of LLVM bit code
KS: Sensitive input size in bytes  MA: Number of memory accesses




Methodology

Symbolic

Input key = -

Two-threaded Program

Thread T1 Thread 12

Cipher Program 1:
2: regl, tmp

Adversarial Symbolic Execution

Precise Solution

Two-step Approximation

( _____

- Opti.on #1:
Fixed
Address




Methodology

Two-threaded Program

Thread T1 Thread T2
:ﬁxﬂzfﬁz;.- ----- >  Cipher Program 1- ontion #2
Y
Address

Adversarial Symbolic Execution

Precise Solution

Two-step Approximation




Leakage Detection Result (option #1: fixed address)

Precise Two-Step

Name # Test  Leaks found in fewer programs

#Inter | #Test | Time (m) [ #Inter Stepl / stepZ Time (m)

430.2 55 /55 140.3
288.9 1/0 414
0.1 1/0 0.1
0.1 1/0 0.1 3 c
01 170 01 « Two-Step is as good as Precise

0.1 1/0 0.1

7.8 16 16 / 15 3.5

0.1 1 1/0 0.1

4.1 16 8.1
0.1 1 170 0.2
206.5 25 83.0
0.5 1406 | 140670 0.4
0.1 1 1/0 0.1
0.1 1/0 0.1
0.1 1/0 0.1
0.1 1/0 0.1
0.1 1/0 0.1
0.1 1/0 0.1
0.1 1/0 0.1
0.1 1/0 0.2

AES[6]
AES[27]
Camellia[4]
CAST5([4]
CAST5[27]
Chaskey[29]
DES|[3]
DES[27]
FCrypt[27]
Kasumi[1]
Khazad[27]
KV_Name[21]
LBlock[29]
Misty1[1]
Piccolo[29]
PRESENT[29]
rfc2268([3]
Seed[3]
TWINE[29]
Twofish[3]
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Leakage Detection Result (option #2: symbolic address)

Name

Precise

Two-Step

# Inter

# Test

Time(m)

# Test

stepl / step2

Time(m)

AES [6]
AES[27]
Camellia[4]
CAST5[4]
CAST5[27]
Chaskey[29]
DES[3]
DES[27]
FCrypt[27]
Kasumi[1]
Khazad[27]
KV_Name[21]
LBlock[29]
Misty1[1]
Piccolo[29]
PRESENT([29]
rfc2268[3]
Seed[3]
TWINE[29]
Twofish[3]

224
141
176
167
183

1

144 |

119
64
83

220

139
172
164
180
0
127

114

60

82

1016.4
=1600
830.8
=1600
=1600
0.1
38.6
=1600
15.1
=1600
=1600
0.5
0.1
=1600
0.1
0.2
3034
=1600
0.1
=1600

L_220/220 |

302 /254
172/ 172
381/ 381
381/381
1/0

164/ 127

187 / 183
60 / 60
94 / 94

2547240 |

1406 /0
1/0
94 /94
1/0
1/0
112 /112
316/ 316
1/0

84,063 /76

237.5
348.3
303.5
1337.4
1392.5
0.1
27.2
1191.5
20.1
151.9
165.3
0.5
0.1
265.1
0.1
0.2
42.9
1505.1
0.1
=1600

 Leaks found in more programs

« Two-Step is as good as Precise




Detected Leak Points

2048
512
128

32

(0]

M Precise

W 2-Step

« Leakage Detection




Overhead

1600

1100
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M Presice W 2Steps
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The Twofish Case

Precise Two-Step TWOfiSh

Name RACC | Inter | #Test Time(m) F Test Time(m)
- stepl / step2

Time

AES [6] 1,026 224 | 220 1016.4 220/ 220 2375
AES[27] 2,568 141 | 139 1600 302 / 254 548.3
Camellia[4] 2,590 176 | 172 830.8 172 / 172 303.5
CAST5[4] 1,815 167 | 164 1600 381 / 381 1337.4 Leak points
CAST5[27] 1,392 183 | 180 >1600 381/ 381 1392.5
Chaskey[29] 1.380 1 0 0.1 1/0 0.1
DES([3] 2,135 144 | 127 38.6 164 / 127 27.2
DES[27] 2,539 119 | 114 1600 : 187 / 183 1191.5
FCrypt[27] 428 64 | 60 15.1 60 / 60 20.1
Kasumi[1] 1,785 83 | 82 1600 : 94 /94 151.9 .
Khazad[27] 684 >1600 254 / 240 165.3 Interleavi ng
KV_Name[21] 140 0.5 1406 / 0 0.5
LBlock[29] 4,068 0.1 1/0 0.1
Misty1[1] 2,966 : 1600 : 94 /94 265.1
Piccolo[29] 5,103 0.1 1/0 0.1
PRESENT[29] | 8.233 0.2 1/0 0.2
rfc2268(3] 3,190 303.4 112/ 112 42.9 1st Step Ta tWO—Step method
Seed[3] 1,632 1600 316 / 316 1505.1
TWINE[29] | 10,492 0.1 1/0 0.1
Twolish|[3) 12.400 ~1600 : 84,063 / 76 >~1600




Conclusions

Symbolic execution method
» Detecting cache timing leaks due to concurrency.

« Adversarial scheduling and cache modeling.

Real ciphers do have such cache timing side-channel leaks
» More efforts needed to exploit them in practice.
« Concrete “data inputs and interleaving schedules” to show the leaks.
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The Big Picture

manually verified/secured systems =» automatically verified/secured systems

Countermeasure — Countermeasure

Synthesis Verification
Measuring

Actual Leakage

Step.2 Step.3

Step.1 Step.4

Detecting
Vulnerabilities

Automated Analysis
and Transformation

Security Critical
Embedded Computation
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