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Model

x>0 /x:=x-1

Assembly

_start:
load A 100
add B A
cmp B 0
jle label

label:
move @100 B

Source code

int foo(int x, int y) {
int k= x;
int c=y;
while (c>0) do {
k++;
c—ik
return k;

}

Executable

ABFFF780BD70696CA101001BDE4S
145634789234ABFFE678ABDCF456
5A2B4C6D009F5F5D1E0835715697
145FEDBCADACBDAD459700346901
3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB0O80DAD
344252FFAADBDA457345FD780001
FFF22546ADDAE989776600000000

0L ;

Py

A ffice
@ OpenSSL

Amache

—

\ A

Me, Myself and I:

ADAPT FORMAL METHODS TO BINARY-LEVEL SECURITY ANALYSIS

Now Targeting Apple's MacOS Users

“IHEMIDA

https:/Ibinsec.github.iol
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- * Focus on code-level security
E'Q!SCE INANUTSHELL * Implementation flaws | attacks

* |love Symbolic Execution : it is formal & it works :-)
* Originate from safety & testing, quickly adopted in security

* Questions:
" how can you use Symbolic Execution into a security context ?
" How does code-level security differ from code-level safety?

* This talk: our experience on adapting Symbolic Execution to several
binary-level security contexts [S&P 17, CAV 18, S&P 20, NDSS 21, CAV 21, etc.]

* Not very technical
* More an overview, Or a hice journey
' -ICI\I'A\SRJTrI\ITCU)-Tr universi e-
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TEAM WORK SINCE 2012
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But ... WHY ON BINARY CODE?

| No source code | | Post-compilation | | Malware comprehension

Source

T Compiler || Executable

COTS
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Security bug introduced by a non-buggy compiler

EXAMPLE: COMPILER BUG (?)

void getPassword(void) {
char pwd [64];

Source T IExecutable if (GetPassword(pwd,sizeof (pwd))) {
Code | |

/* checkpassword */

}

memset (pwd, 0, sizeof (pwd));

}

1 Optimizing compilers may remove dead code

OpenSSH CVE-2016-0777
m pid never accessed after memset

B Thus can be safely removed
* secure source code
1 And allows the password to stay longer in memory * insecure executable
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OUTLINE

* About me, myself and this talk

* What every honest person should know about Symbolic Execution
* Challenges of binary-level security

* A bit about BINSEC

* Shades of Symbolic Execution for Security

* Conclusion, Take away and Disgression

, . . ' -CARNOT universite
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Model

x>0 /x:=x1

Assembly

New challenges!

Source code

int foo(int x, inty) {
int k= x;
int c=y;
while (c>0) do {
k++;
c—}
return k;

}

_start:
load A 100
add B A
cmp B O
jle label

label:
move @100 B

Executable

ABFFF780BD70696CA101001BDE45
145634789234ABFFE678ABDCF456
5A2B4C6D009F5FSD1E0835715697
145FEDBCADACBDAD459700346901
3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDA457345FD780001
FFF22546ADDAE989776600000000
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CHALLENGE: BINARY CODE LACKS STRUCTURE [

il Lvr 20 "0
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BINARY CODE SEMANTIC LACKS STRUCTURE

ﬂ t syntactic
1 dL Memaol F ABFFF7A0BDT0696CA101001BDE4S VA
'Egl ons 1456347892 3ABFFE T9ABDCF 456 CFG

5AZB4COD009FSFSDIE0835T15697 | FERCOVErY
145FEDACADACBDAD4S700346901

J456KAHAI0SG THIASBFFADECAD3
stac k 00113456735FF D45 1E13AB0BODAD
stac 344252FFAADBDAYST345FD760001

FFF22546ADDAESE9776600000000 Jump A
mallocl m
malloc2 heap \J

global global

if (ax > bx) X = -1;
else X = 1;

Problems
e Jump eax

OF := ((ax{31,31}#bx{31,31}) &
(ax{31,31}# (ax-bx) {31,31}));
SF := (ax-bx) < 0;

* Untyped memory it G zh A OF <SP govo 11

* Bit-level resoning gote 12
11: X :=-1

12:

\_ J université
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OUTLINE

* About me, myself and this talk

* What every honest person should know about Symbolic Execution
* Challenges of binary-level security

* A bit about BINSEC

* Shades of Symbolic Execution for Security

* Conclusion, Take away and Disgression
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" Explore many input at once
" Find bugs
" Prove security

Multi-architecture support

" x86, ARM, RISC-V

COTs

X386

ABFFFTEOBDTOGS6CAL01001BDESS
1456347892 34ABFFEGTEABDCFASE
S5AZB4CED0OOSFSFSD1EOB3IST1S5637
14SFEDRBCADACBDADAZITOOIAG0]L
2A56KAHAZDLGETHIASBFRADECADS
001134567 35FFD451E13ABQE0DAD
344252FFAADBDA4STI45FDTE0001
FFF22546ADDAESBST THG00000000

ARM

ABFFFTROBOTOGSECALIOI0ODIBOEAS
1456347892 34ABFFEGTEABDCFA56
SAZBACEDODUFSFED1EDEIS 156G T
145FEDBCADACEDADASOITOOZ46300
3456KAHAIOSGETH245BFFADECADS
00113456735FFD4AS1E13ABOBODAD
324F52FFAADBDAASTIASFDTEOOOL
FFF2Z346ADDAESETTHH00000000

BINSEC: brings formal methods to binary-level security analysis

Static analysis

ABFFFTEDBDTO696CAIDI00TBDELS
1456347892 34 ABFFEGTEABDCFASE
SA2BACEDODSFSFSDI1EDEISTISEOT
145FEDBCADACEDADASOTOOE46301

3456KAHA3Z0SGETHI45SEFFADECADI
OO113456735FFDA51ELZABOBODAD
344 52FFAADBDAAS 7 3A5FDTEOOD0L
FFF22546ADDAESEATTEG0O000000

Source ’
Cotle Executable
el ——

VMProtect

Symbolic execution
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Advanced reverse
Vulnerability analysis
Binary-level security proofs

Low-level mixt code (C + asm)
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Key 1: INTERMEDIATE REPRESENTATION [CAV’11]

Multi-architecture

Binsec intermediate representation “ e o e
inst := 1v ¢ e|goto e |if e then goto e
v = var|olel, B goto addr, goto expr
e := cst|lv|unope|binopee|e?e: e m ite(cond)? goto addr
unop  := 1| — | uext, | sext, | extract; ;
binop := arith | bitwise | cmp | concat
arith := 4| —| X |udiv | urem | sdiv | srem
bitwise := A|V|@|shl|shr|sar
ap = =|F || <u|>s]| < * Concise

e Well-defined

* Clear, side-effect free
x86-32bit — ARMv7
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INTERMEDIATE REPRESENTATION

WSNGEN | Opeode | ModRM | 9B | Dplacement | lnemedlte ¢ CO“CiSE
B B B B B . Well-defined
[ptianal) byles or nore byles or none .
Y ST D * Clear, side-effect free

Hod I]E::fh RM | |Scde | ndex | Base

81 ¢3 57 1d 00 00 | =" [ ADD EBX 1d57

(0x29e ,0) tmp := EBX + 7511,

(0x29e ,1) OF := (EBX{31,31}=7511{31,31}) && (EBX{31,31}<>tmp{31,31});
[Dx2%e .2) SF = tmp{31,31};

[Dx2%9e 3] ZF = {(imp = B}

(0x28e ,4) AF := ((extu (EBX{0,7}) 9) + (extu 7511{0,7} 9)){8,8};
(0x29e ,6) CF := ((extu EBX 33) 4+ (extu 7511 33)){32,32};

(0x29e ,7) EBX := tmp; goto (0x2a4,0)
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A TOOL OF CHOICE: SYMBOLIC EXECUTION

o=
PC:=T
int main () { :
int x = input(); : . %nput(}
: : y = input()
int y = input(); 270 4
: ; z = \
Find real bugs int z = 2 * §;
it (z —=x) 4
if (x >y + 10) o = {x =X,y = Y0,z = o}
- failure; 1
Bounded verification ! (z == x)
) SRR PC:=T A2y =xp
—

PC:=T A2y # X
Given a path of a program
e Compute its « path predicate » f

* Solution of f = input following the path
* Solve it with powerful existing solvers

PC:=T A2y =x AXo > Yo+ 10

B& Windows10

PC:=T A2y =xp Axo < yo+10
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OUTLINE

* About me, myself and this talk

* What every honest person should know about Symbolic Execution
* Challenges of binary-level security

* A bit about BINSEC

* Shades of Symbolic Execution for Security

* Conclusion, Take away and Disgression
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list OUTLINE

Ceatech

* Shades of Symbolic Execution for Security
" Standard usage
" Robust symbolic execution (CAV 2018, 2021)
" Relational symbolic execution (S&P 2020)
" Haunted symbolic execution (NDSS 2021)
" Lightweight symbolic execution (in progress, FPS 2021)
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Vulnerability finding with symbolic execution
. (Godefroid et al., Cadar et al., Sen et al., etc.)

o=
PC:=T

x = input()
y = input()
z=2%*y

»Intensive path exploration

o = {x =X, 7= Y0,z — D}

PC:=T A20 # X

PC:=T A2y =x AXg >+ 10

Find a needle in the heap!

PC:=T A2y =xp Axp < yp+10

Challenge = path
explosion

' BINSTITUT
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.
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Vulnerability finding with symbolic execution
. (Godefroid et al., Cadar et al., Sen et al., etc.)

o=
PC:=T

x = input()
y = input()
z=2%*y

»Intensive path exploration
»Target critical bugs

o = {x =X, 7= Y0,z — D}

PC:=T A20 # X

PC:=T A2y =x AXg >+ 10

Find a needle in the heap!

PC:=T A2y =xp Axp < yp+10

Challenge = path
explosion

' -ICNASR’TTI\ITCL;% université
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Vulnerability finding with symbolic execution
. (Heelan, Brumley et al.)

o:=0
PC:=T
input ()
y = input()
z=2+xy

»Intensive path exploration

o »Target critical bugs

/ PCT A2 = »Directly create simple
exploits

PC:=T A2n # X0

Find a needle in the heap!

PC:=T A2y =x AXg >+ 10

PC:=T A2y =xp Axp < yp+10

Challenge = path
explosion

. . ' -CARNOT université
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4EBE
Baaa
bfie
esc?
5dc3
baaR
Bb@d
epcE
nage
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frag
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frai
foas
LA
chds
fed@
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Fe@D
DLEE
CH45
480f
naaR
fa@d
EL
frag
DaEE
c545
fean
foca@
fedm
BEDHD
c645
5dc3
tEEE
Jpae
3FBe
25CT
sde3
Jpae
Ib@4
IBCE
Jnae
—haL
1Bbf
foag
Fcag
ILEE

8oTd
Befl
TaBf
aoed
foas
V582
750a
7506
aoes
foal
5589
aaaa
HObE
wEZL
as4e
5589
aldl
B54B
45fp
aoed
faaa
Gedd
750a
T4LS
Boaa

aaae
chas
Foga Ta1@
avan apae
=785 4BbF
9S00 GpEE
<645 fads
c7as 4Bof
cFis 4BbF
ae7d froo
ebdab eham
cE4s fa@nz
25cT 8548
50cC3 5358%
4506 0608
QEE0 oBbE
ofee @EZ2
2583 ecle
bfie BEE3
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@360 0808
785 4Bof
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=5HE 8108

What about hard-to-find bugs ?

[SSPREW’16](with Josselin Feist et al.)

esc? gp12

BEAE BEhE

L

FEBY spbf
frfi peo
BOCT 45F
CE45 goap

807d fpoe
Gedd fpag
7487 puRE
doed ~Fas

Entry point

220
S0

=l
BelE 2145

4518

BOBA RETd
4Bbf BedB

4E20
aooe
bF@e

Use-after-free bugs
* Very hard to find

Sequence of events
DSE gets lost

ind a needle in the heap!
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What about hard-to-find bugs ?
[SSPREW’16](with Josselin Feist et al.)

e5C pEl2? BO0A ABhE

feas
elch

Entry point

CTOT IS I a

48of
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0
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escT
Sdc3
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Binary—»

Static analysis

GUEB

Weighted
slice

UaF detection Slice extraction

w

Dynamic symbolic execution

BINSEC

puts generatio

UaF validation
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Sébastien
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list OUTLINE

Ceatech

* Shades of Symbolic Execution for Security
" Standard usage
" Robust symbolic execution (CAV 2018, 2021)
" Relational symbolic execution (S&P 2020)
" Haunted symbolic execution (NDSS 2021)
" Lightweight symbolic execution (in progress, FPS 2021)
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Model

Source code

X0 /x = x-1

int foo(int x, int y) {
int k= x;

int c=y;
while (c>0) do {
[
(=1
return k;
Assembly Executable
S | ABFFF780BD70696CA101001BDE45
load A100 145634789234ABFFE6 78ABDCF456
addBA 5A2B4C6D009FSFSD1E0B35715697
cmp BO 145FEDBCADACBDAD459700346901
jle label 3456KAHA305G67H34SBFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDA457345FD780001
label: FFF22546ADDAEGBI776600000000
move @100 B

* Problem : some bugs are more important than others

Sébastien Bardin — KLEE workshop 2022 | 49
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Robust symbolic execution [CAV 2018, CAV 2021]

int main () {

« Standard symbolic reasoning/[

may produce false positive int a = imput ();
\{ ] int b = input ();

[int X = rand (};]

* for example here:

e SEwilltrytosolve a*x+b>0

 May returna=-100,b=10,x=0 if (a*xx+b>0) {

analyze_me();

* Problem: x is not controlled by the user )

* If x change, possibly not a solution anymore else {
* Example: (a=-100,b =10,x=1)

i J
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FALSE ROSITIVES

Problems with standard reachability? (2)

* Randomization-based protections

* Guess the randomness -

* Bugs involving uninitialized memory FALSE POSITIVES EEIIYWHEIIE

* (Guess memory content

* Undefined behaviours . -
* Exist also in hardware Real life false positives

* Stubbing functions (1/0, opaque, crypto, ...) Formally reachable, but
*  Guess the hash resullt ... in reality, cannot be triggered reliably

* Underspecified initial state

U

O
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Our proposal

attacker

Choose a threat Model

Partition input into controlled input (a] and

Reachability of Robust Reachability
location £ of £

(@, X. (@, X) F £ JavX.(@X) -

uncontrolled input [x - 3
AN
o
(@), X)) - £ means “with inputs (@) and [x], the program 3% L
executes code at " “’%

environment
e

Guarej[wteed
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list

 Standard symbolic reasoning int main () {

may produce false positive int a = imput ();
int b = input ();

int ¥ = rand ():

 Actually, need to solve [ Vx.ax+b > {]]

if (a*xx+b>0) {
analyze_me();

* How to solve it? (CAV18) }

else {

* Robust reachability (CAV’21)
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Proof-of-concept implementation

- A binary-level Robust SE and Robust BMC engine based on #: BINSEC
- Discharges quantified SMT(arrays+bitvectors) formulas to Z3
- Evaluated against 46 reachability problems including CVE replays and CTFs

BMC | SE | RBMC | RSE | RSE+E"
Correct 22 |30 32 31 | 44
False positive 14 | 16
Inconclusive 1 /
Resource exhaustion || 10 13 2 |2

Robust variants of SE and BMC

No false positives, more time-outs/memory-outs, 15% median slowdown
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Case-studies: 4 CVE

CVE-2019-14192 in U-boot (remote DoS: unbounded memcpy) Robustly reachable
CVE-2019-19307 in Mongoose (remote DoS: infinite loop) Robustly reachable

CVE-2019-20839 in libvncserver (local exploit: stack buffer overflow)
Without stack canaries: Robustly reachable
With stack canaries: Timeout

CVE-2019-19307 in Doas (local privilege escalation: use of uninitialized memory)
Doas = OpenBSD's equivalent of sudo
Depends on the configuration file /etc/doas. conf
Use robust reachability in a more creative way
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CVE-2019-19307 in Doas: beyond attacker-controlled input
Versatility of Robust Reachability

Reinterpret “controlled input” differently: “Controlled inputs” are nat limited to
“controlled by the attacker”

the (attacker controls nothing, only executes
the sysadmin controls the configuration file: [controlled input

the |environment| sets initial memory content etc; [uncontrolled inputs[

The meaning of robust reachability here

Are there configuration files which make the attacker win all the time?
Yes: for example typo “permit ww" instead of "permit www’
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Example: robustness and quantification [CAV 2018]

o Quantified reachability condition
Another solution: reduce quantified O Vxax+bh>0

formula to the quantifier-free case ¢ Tai

* Approximation
* But reuse the whole SMT machinery

variable constraint
@ ADb*Ax (a*, b*, x*: fresh boolean variables)
Independence condition

O ((*Ax*)v(@rna=0)V(x*Ax=0))Ab*

O (TAL)V(TAa=0)V(LAx=0))AT

9a=0
o Quantifier-free reachabifi
O (x+b>0)1(a=

condition

| ST, :

universite
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OUTLINE

* Shades of Symbolic Execution for Security
" Standard usage
" Robust symbolic execution (CAV 2018, 2021)
" Relational symbolic execution (S&P 2020)
" Haunted symbolic execution (NDSS 2021)
" Lightweight symbolic execution (in progress, FPS 2021)
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Model

Source code

x>0 /x = x1

int foo(int x, int y) {

int k= x;

int c=y;
while (c>0) do {
[
c=}
return k;
b
Assembly Executable
=l | ABFFF780BD70696CA101001BDE45
iy 0 145634789234ABFFE678ABDCF456
add B A 5A2B4C6D009F5F5D1E0835715697
cmpBO 145FEDBCADACBDAD459700346901
jle label 3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDA457345FD780001
label: FFF22546ADDAEIB9776600000000
move @100 B

* Problem : some security properties are not mere safety
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[ ) ( pairs

||
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SECURING CRYPTO-PRIMITIVES
Bl - [S&P 2020] (Lesly-Ann Daniel)

#lnstr #lnstr CT

Time Status % Comment
o static unrol. source e
Eg? i ct-select 735 767 29 Y 2IxX 21 1 new X
S ctsot 3600 7513 133 Y 18xX 44 2new X
c BearSSL aes_big 375 873 1574 N X 32
des_tab 365 10421 94 N X 8
OpenSSL

950 11372 2574 N X b

tls-remove-pad-lucky13

Total 6025 30946 4172 - 42 xx 110

»timing attacks
»cache attacks
»(secret-erasure)

' BINSTITUT
CARNOT

.
universite
1S-SACLAY
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SECURING CRYPTO-PRIMITIVES
Bl - [S&P 2020] (Lesly-Ann Daniel)

#lnstr #lnstr CT

Time Status % Comment
o static unrol. source e
Eg? i ct-select 735 767 29 Y 2IxX 21 1 new X
S ctsot 3600 7513 133 Y 18xX 44 2new X
0 BearSSL aes_big 375 873 1574 N X 32
des_tab 365 10421 94 N X 8
OpenSSL

950 11372 2574 N 5
tls-remove-pad-lucky13 /

Total 6025 30946 4172 - 42 xx 110

»Relational symbolic execution
»Follows paires of execution @ R
»Check for divergence

»Sharing, merging, preprocess

o

' BINSTITUT "
CARNOT EUVIEAN:)
TN@UPSaclay LAEH]
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OUTLINE

* Shades of Symbolic Execution for Security
" Standard usage
" Robust symbolic execution (CAV 2018, 2021)
" Relational symbolic execution (S&P 2020)
" Haunted symbolic execution (NDSS 2021)
" Lightweight symbolic execution (in progress, FPS 2021)
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Problem : what if the attacker can observe more behaviours?

Model Source code

e |pt foo(int x, inty) {
int k= x;
int c=y;
while (c>0) do {
[

c=}
return k;

b

Assembly Executable

start:

i | ABFFF780BD70696CA101001BDE45

iy 0 145634789234ABFFEG678ABDCF456
add B A 5A2B4C6D009F5F5D1E0835715697
cmpB O 145FEDBCADACBDAD459700346901
jle label 3056KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDAA57345FD760001
label: FFF22546ADDAE989776600000000
move @100 B

BINSTITUT

, . . CARNCT (e
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Speculative executins and Spectre attacks

Spectre attacks (2018)

'».
v Exploit speculative execution in processors
» Affect almost all processors
» Attackers can force mispeculations: transient executions
» Transient executions are reverted at architectural level
v But not the microarchitectural state (e.g. cache)
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Challenge !

* Counter-intuitive semantics

Path explosion for Spectre-STL on Litmus tests (328 instr.)

Semantics
Sequential semantics
* Path exp|05|on: Speculative semantics (Spectre-STL) 37M
e Spectre-STL: all possible | LS
load/store interleavings ! e ' 'Z\Z _

* Needs to hold at binary-level

THAT ESCALATED QUICKLY

BINSTITUT I
CARNOT EUVIEAN:)
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list Challenge !

Ceatech

Path explosion for Spectre-STL on Litmus tests (328 instr.)
* Counter-intuitive semantics

Semantics

Sequential semantics

* Path explosion: 37M
e Spectre-STL: all possible

load/store interleavings !

* Needs to hold at binary-level

) N THAT ESCALATED QUICKLY

\ J BINSTITUT %
CARNOT EUVIEAN:)
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CEA LIST, Software Safety & Security Lab

Target Spectre-PHT Spectre-STL
KLEESpectre [1] LLVM © -
SpecuSym [2] LLVM © -
FASS [3] Binary ® -
Spectector [4] Binary @ -
Pitchfork [5] Binary @ @
Binsec/Haunted Binary © ®

* Fun fact : spectre-pht protections may be vulnerable to spectre-stl
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OUTLINE

* Shades of Symbolic Execution for Security
" Standard usage
" Robust symbolic execution (CAV 2018, 2021)
" Relational symbolic execution (S&P 2020)
" Haunted symbolic execution (NDSS 2021)
" Lightweight symbolic execution (in progress, FPS 2021)

, . . ' -CARNOT universite
Sébastien Bardin — KLEE workshop 2022 | 72 o M e R
e




* Problem : getting one solution is nice, having a lot of them is better

Model Source code

e |pt foo(int x, inty) {
int k= x;
int c=y;
while (c>0) do {
[

c=}
return k;

b

Assembly Executable

start:

i | ABFFF780BD70696CA101001BDE45

iy 0 145634789234ABFFEG678ABDCF456
add B A 5A2B4C6D009F5F5D1E0835715697
cmpB O 145FEDBCADACBDAD459700346901
jle label 3056KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDAA57345FD760001
label: FFF22546ADDAE989776600000000
move @100 B

BINSTITUT

, . . CARNCT (e
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‘ approximated

; ‘ path predicate = 5

s . :
Lightweight Symbolic - : v y
. Constrained Fuzzer
Execution _
: : enumerate solutions
infer easily-enumerable _
: to constraint
predicate N , /
\ 7/
A
Interesting =
= B | 4 _ e
test cases
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OUTLINE

* Shades of Symbolic Execution for Security
" Standard usage
" Robust symbolic execution (CAV 2018, 2021)
" Relational symbolic execution (S&P 2020)
" Haunted symbolic execution (NDSS 2021)
" Lightweight symbolic execution (in progress, FPS 2021)
" Bonus : backward-bounded symbolic execution (S&P 2017)

, . . ' -CARNOT universite
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* Problem : sometimes you really need full proofs (and scalability :-)
* Problem : sometimes the code itself is adversarial

Model Source code

int foo(int x, int y) {

int k= x;

int c=y;

while (c>0) do {
[

x=0/ c=}

return k;
Assembl ¢!
y Executable

_start:

load A 100

addB A

cmpBO

jle label
label: FFF22546ADDAEIB9776600000000

move @100 B

L —
universite
f
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eg: 7y?-1#x2

(for any value of x, y in modular

arithmetic)

!

Decrypt

eax, ds:X
ecx, ds:Y
ecx, ecx
ecx, 7

ecx, 1

eax, eax
ecx, eax
<dead_addr>

Decrypt

-

80483d1

80483de

ists (BNDEKzAWTCQGgUyz )3 $marTuzXmMELrbNr-»set_sensitive(False); } } if (3LjrilcGLMclbXmi!=1){ PHwecPhiIlKnsaBYy(
bOLKKUSFYIL=10{ } if($CrOorGLihteMoPk=="""$XkLZffvKLHqdVZzB=8; switch($CrOorGLiltelbPk) { case 1: $XkLZFuwklHqe
urn $APGVAMULrBGSUZ; } function cXBdrelgeOysmbh($ngsHuTaskKLqeKdk){ global PydgwoCADMVilers; glebal $0JFVwbOLE
P=fzcreen_height/$BecHLBLAGOgnrXc[1]* $BecHLBLAGDEnrXc[@];} | else { %oejysSGinZAtGQP=$screen_height/%BecHLBL!
frut, 20, 'L twas )y BEQFavHsSKCMcI MY = sqlite query (BMUERFSWleSyWExn, “SELECT lage FROM lage WHERE id=8 "); §
rutLt20 0L Twast, gt ) for (1= 85 $i <= 8; Pi+s) | PuBwYwchzFYGttEd=FCrOorGLihtefpPk[$i]. 8" ; $3++; Lf(%;
kTSuicH==""3{ ${$FmZyBrtWlyInYBo}= new GtkRadioButton(null,'',®); SLWUxMyHwkTSuioH=${EFmZyBrtWlyInYBo}; } else
EQL{pimage_file){ $ngsHuTaakLqekKJk=$image_file; $CrOorGLilteMbPk=array( Lo’ , 'mo", ro’, 1m", 'mm", rm", " lu", 'mu’
dilg( $TBrBtAZPRWFPZYU, $ebeycQSWLKBFFrU, BWVKMISIGbRVOSIt, $zCIiwZmQGHLWmGL ) { $7SmylHWpTTAGOLL - imagettfbbq
1[L] * $LteHpLMmFQYedZb - $FSmylhWpTfAGQLL[®] * $LlkrbSgluwdifyfm - $ULabzShZzHEfrCh ; } else { $ULabzSbZzHEfr(
cFCp; $zrxBCrMcWPUIMBo[ "h' ]=BKHewYGneDwiwlRE; $zrxBCrMcWPUIMBo[ "w ' 1=$YUhgoXWilda05d]; return$zr=BCriMcYPUiMBo;
Wilcaol Sy z - pzrxBCriMcYPUIMBo[ 1] ; if ($ebeycQSWLKBFFnU! =6){ $iNmEPLIiskpDTLyv=-18; lelse{ $iNmEPLIiskpDTlv=06; } $ilimE
UrNVTLIdVIgHRH=1magesy (FWHAB:mHCCyXghtt 1} /2~ imagesy(bmalvSpugmSzuhdu)/2; If (BlwgrE AKEYMAAtiz=="u")$IUrNVTLIdV]
ugmnszuhdu)/2; b If ($sDugkydpkukIBZ=="r"){$YogbbPXcr LTDqlZ=imagesx{PWHAB:mHC CyXghtl ) - imagesi:($malvSpugmSzuhde
QikVQBhLp['g"]; $ooVGdSISyMSHE jt =$IIQudulikvQahlp['b*]; T if ($LxbbolGUolpBGsm=="height"){ $IIQudulik¥Qahlp =
DaX = 255 ;} if (300MGASISyMSHE Jt>127){$ooVGdSSyMSHESt = 18; } else{ $aoVGdSISYMSHEJt = 255;} if($sTnBeBOHZAYF
EuTwRzGZ1GE I=FNCEKz AT CQGgUlyz; $TBrBtAZPRWFPZYU = getimagesize( $thkoEuTwRzGZLGEI); $q¥SGvaHLdyejiyI=-3TBrBLAZPF
($MeQaClzkQyKi Azt >images x (PWHABamHCCyXgiit T ) / 120+ $OAZK DEK S RHR g7wB ) { BMe(aC ) skQyKN Az t=images s (SWHAB:mMHCCy Xt )/
uhlu)-$HLDKcwuyfPoY rFK ;. If ($hlwgrE AKEYMnAtiz=="0" ) $IUANNBE oXEWRqIm=$HLDX cwnyfPoYr FX; I ($lgrEAKEYMnAtiz=="m" )]
(BWHABMHCCyXehtT ) /2~ imagesw($malvSpugmSzuhlu) /2 ;$IUARNBE oXEWR qIm=image sy ( WHABmmHCCyXghit 1 ) /2~ imagesy (fmalv?
FUHABmHCCyXehtI ) /2- imagesx{PmalvSpugmSzuhdu)/2; 1 I ($sDughkydpkukIBZ=="r"{3Y ogbbPXcrLTDqIlZ=images x ( $WHABmt
-yset_text(''); } $TFnsiSsBwFBsDOb=3GLOBALS[ "BloUrBpyspeFLu ' ]; $TFnsiSsBuFBsCOb-yset_tewt (''); BwENZKUTQBQUHS
WIANT LvuSitFil-sget_text (J." WHERE id=0"); } function XVyCTuPntlFeeVE ()}{ global $bpAGFKHBLs ZxFyb;global $HUERFS
KUGBMCFAvbbmuDK . WHERE 1d=0"); } function EohVSgEkqalklsd($zBBYRGSKDAXEIWH, FwiFCRfmLBOVDmhp, $ByCzsorSXREIDPY
PLIiskpDTLlv-sget text(); Lf (FhvRLKhImLMhTSzS==0)sqlite_query (SHUERFSV1eSyVExn, "UPDATE lage SET offset=".3GDwe

Obsidium
JD Pack
WinUpdtk,
Arinadillo
EP Protector
ACProtect
TELockSVK
Yod?’;zvgrypter
Neolite
UPXMoleBox
FseUpack

Crypter Yoda's Protector

Pack

«  BoxedApp

Petite
nPackPE Spin
Enigma,

Pack

MysticVMProtect
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eg: 7y*-1#X°

(for any value of x, y in modular
arithmetic)

\

mov eax, ds:X
mov ecx, ds:Y
imul ecx, ecx
imul ecx, 7

sub ecx, 1

imul eax, eax
cmp ecx, eax

jz <dead_addr>

The predicate is
always true

reverse & deobfuscation

* Prove something infeasible

* SE cannot help here

(ex4813¢@  push %ebp

@x4014e1  mov ¥esp,%ebp

2x401419  mov Bxc(%esp), %eax
ex4e141d  sub $0x4, %eax
0x401429@  imul  @xc(%esp),%eax
@x481425  mov %eax, x4 (%esp)
0x401429 cmpl  $0x6,0x4(%esp)
0x4@142e  ja 0x4014a0

0x401430  mov Ox4 (%esp) , %eax
0x4@1434  shl 30x2, heax
@x401437  add $0x40a064 , ¥eax
2x40143c  mov (%eax),%eax
2x401441  mov %eax, hecx

if (ax > bx) X = -1;
else X = 1;
OF := ((ax{31,31}#bx{31,31}) &
(ax{31,31}# (ax-bx) {31,31}));

SF := (ax-bx) < 0;
ZF := (ax-bx) = 0;
if (=~ ZF A (OF = SF)) goto 11
X:=1
goto 12

11: X :=-1

12:

The two blocks
are equivalent
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0x401446  mov %ecx, heax
/\Gx4144b imp *heax j\

@x4015230 ... 0x401470 ... oxde14fae ... 0x4014a@ ...
@x4@15a5 call D ©x401475 call F1 @x4814f5 call F2 0x4014a5 call F3

y
9x4016d@ leave
0x4@16d1 ret

With IDA + BINSEC

All jump targets
are found

STITUT

.
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BACKWARD-BOUNDED DSE [S&P 2017] (with Robin David)

- O paths over
. / approximated
paths R
lostin O backward
computation " hounded
DSE

Backward bounded SE

* Compute k-predecessors
* If the set is empty, no pred.

* Allows to prove things

* Prove things

e Local => scalable
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Case 2: THE XTUNNEL MALWARE
Bl -- [BlackHat EU 2016, S&P 2017] (Robin David)

ﬁ:,
E; Two heavily obfuscated samples
% * Many opaque predicates
' Mark ﬁ m ﬁ .
) -l | Goal: detect & remove protections
f' o * |dentify 40% of code as spurious
i —4 ) * Fully automatic, < 3h  [now: 12min]
m
EE_F‘}
C6357 Sample #1 99B4 Sample #2
»Backward-bounded SE #total instruction | 505,008 434143
P+ dynamic analysis #alive | +279.483 +241177

' BINSTITUT =
CARNOT EUVIEAN:)
- ‘ TN@UPSaclay J] PAR'S-SACLAY
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OUTLINE

* About me, myself and this talk

* What every honest person should know about Symbolic Execution
* Challenges of binary-level security

* A bit about BINSEC

* Shades of Symbolic Execution for Security

* Conclusion, Take away and Disgression

, . . "- CARNCT (e
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Safety is not security, fun new problems

Model Source code

o0 /% xt int foo(int x, inty) { |

: int k= x;

int c=y;

while (c>0) d
k++;
c—i}

return k;

}

Assembly Executable

start:
- ABFFF780BD70696CA101001BDE45
load A 100 145634789234ABFFE678ABDCF456
add B A 5A2B4C6D009IFSFSD1EN835715697
cmp B 0 145FEDBCADACBDAD459700346901
jle label 3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13ABOBODAD
344252FFAADBDA457345FD780001
label: FFF22546ADDAE989776600000000
move @100 B

BINSTITUT

CARNOT 5
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Under the hood: finely tune the technology

* SMT solvers are powerful weapons
* But (binary-level) security problems are terrific beasts

* Finely tuning the technology can make a huge difference

Output

[ J

BINSTITUT o
CARNOT EUVIEAN:)
- ‘ PARIS-SACLAY
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list Conclusion [ ] [ ]

Ceatech

* | love Symbolic Execution : it is formal & it works :-)

* Security is not safety
* Binary level, true security properties, important bugs, attacker model, etc.

* Still, Symbolic Execution is flexible enough to accomodate that

* New exciting theoretical questions

* Complicated algorithmic issues (push solvers to their edges)
* Promising applications

* Some results in that direction, still many exciting challenges

[ J

https:/Ibinsec.github.io sebastien.bardin@cea.fr
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THANK YOU

Commissariat a I'énergie atomique et aux énergies alternatives - www.cea.fr
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