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Two Common Hash Function Interfaces

• Q: Where/when are they used?
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• Appeared in 2011 (final-round Keccak submission)

• CVE-2022-37454, NVD:

SHA-3 Bug (CT-RSA 2023)
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Proof of Concept

#!/usr/bin/python
import hashlib
h = hashlib.sha3_224()
h.update(b"\x00" * 1)
h.update(b"\x00" * 4294967295)
print(h.hexdigest())

<?php
$ctx = hash_init("sha3-224");
hash_update($ctx, str_repeat("\x00", 1));
hash_update($ctx, str_repeat("\x00", 4294967295));
echo hash_final($ctx);
?>
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KeccakSponge.inc

partialBlock = (unsigned int) (dataByteLen - i);

if (partialBlock + instance->byteIOIndex > rateInBytes) {

    partialBlock = rateInBytes - instance->byteIOIndex;

}
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KeccakSponge.inc

partialBlock = (unsigned int) (dataByteLen - i);

if (dataByteLen - i > rateInBytes - instance->byteIOIndex) {

    partialBlock = rateInBytes - instance->byteIOIndex;

}
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KeccakSponge.inc

if (dataByteLen - i > rateInBytes - instance->byteIOIndex) {

    partialBlock = rateInBytes - instance->byteIOIndex;

} else {

    partialBlock = (unsigned int) (dataByteLen - i);

}
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KLEE: Approach (ACISP 2023)
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Update(&state,  NULL, databitlen); 
Update(&state2, NULL, databitlen1);
Update(&state2, NULL, databitlen2);
 
if (state.bitsInQueue != state2.bitsInQueue)
  klee_assert(0); 



KLEE: Approach (ACISP 2023)

• All variables are symbolic

• Message input is not used (NULL)

• Update() contains large loop (≈ 264/block_size iterations)

• Infinite loop in implementation → infinite loop in KLEE
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Update(&state,  NULL, databitlen); 
Update(&state2, NULL, databitlen1);
Update(&state2, NULL, databitlen2);
 
if (state.bitsInQueue != state2.bitsInQueue)
  klee_assert(0); 



KLEE: Runtimes

Implementation Buggy Correct
BLAKE 5 s 11 m 59 s
Grøstl 6 s 10 s

JH — 50 s
Keccak 1 s 39 s (*)
Skein — 34 s

XKCP (SHA-3) 1 s 20 s (*)
CoreCrypto 1 s 2 m 41 s

14



KLEE: Asterisk on Previous Slide

Algorithm Block Size
SHA3-224 144
SHA3-256 136
SHA3-384 104
SHA3-512 72
SHAKE128 168
SHAKE256 136

Asterisk On Previous Slide 128
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Conclusion

• KLEE approach:
– Focus only on counter variables
– All variables symbolic
– Update(ℓ1); Update(ℓ2) vs Update(ℓ1 + ℓ2)

• KLEE runtimes:
– Few seconds to find bug
– 1-10 minutes to prove correctness (block size power of two)

• Questions?
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Backup Slides



• Appeared in 2008, disclosed in 2015

• BLAKE-256: process message in blocks of 64 bytes

BLAKE Bug
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• Affected 11/12 hash functions

• CVE-2019-8741, NVD:

Apple CoreCrypto Bug (CT-RSA 2020)
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• Affected 11/12 hash functions

• CVE-2019-8741, NVD:

Apple CoreCrypto Bug (CT-RSA 2020)
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≥ 4 gigabytes

infinite loop!

NIST Large Data Test (LDT)
detected bug in GnuPG SHA-3!

(Red Hat Bug 2129150)

7.5 HIGH and bug in NSS!
(Mozilla Bug 1848183)
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SHA-3 Competition Bugs
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SHA-3: Sponge Function
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SHA-3: Second Preimage
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SHA-3: Preimage of Zero
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SHA-3: Preimage of Any Hash Value
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SHA-3: Exploit
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Init-Update-Final Test (IUFT)

{

    "messages": [

        { "message": "00", "length": 8 },

        { "largeMessage": { "content": "00",

                            "contentLength": 8,

                            "fullLength": 34359738360,

                            "expansionTechnique": "repeating" }

                          } ]

}
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CodeQL

"Add query for CVE-2022-37454" (https://github.com/github/codeql/pull/12036)

todo = digest_len;

if (done + todo > out_len) {

 todo = out_len - done;

}

OPENSSL_memcpy(out_key + done, previous, todo);

done += todo;
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https://github.com/github/codeql/pull/12036


CodeQL

"Add query for CVE-2022-37454" (https://github.com/github/codeql/pull/12036)

todo = digest_len;

if (todo > out_len - done) {

 todo = out_len - done;

}

OPENSSL_memcpy(out_key + done, previous, todo);

done += todo;
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https://github.com/github/codeql/pull/12036


• Ed448: requires SHAKE256 (block size: 136 bytes)

• Attack verification!

EdDSA (FIPS 186-5)
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Init-Update-Final
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Consistency of Update()
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• Appeared in 2008

• First disclosed at ACISP 2023!
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