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2nd UPDATE: Amazon.com Web Site Down For

Autol Technical Reasons with

Over

June 06, 2008: 04:02 PM EST W

(Updated to add information from a company customer-service
representative.) Soonsored Links
Options Investing Streamlined

$9.95/0ption + SO per Contract, Any
Size. Get Flat Rate Commissicns!

NEW YORK -{Dow Jones)- Amazon.com Inc.'s (AMZN) Web site
was down for more than an hour Friday afternoon and remained

malfy”™ N\
am4 [...] the outage was due

An investor's best friend?
In a tough market, lean on Options. The

pand inv nt with many advan 5
neq toanupgrade ofthe — [w  Mesimenwinmenyadvanages
didn Refinance Now at 5.2% FIXED!

, L]
company’'s Web site [...] ) $200,000 morigage under $508/mo. No
The sl - - L ———— .
1:40 p.m. EDT 1o 3 p.m. before reappearing wilh partial functionality.
Dow Jones Newswires employees were still unable to complete a full transaction on the site before getting
an error message al the time of this report.




“If only the kernel had a
regression testsuite, everything
would be better.”

b ]
ot

-- Greg Kroah-Hartman

keynote on the Linux
kernel at OLS 2006
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Reﬂression Tec3+inﬂ

lssues with rearec;sion test suites
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First ‘Intuition” Input Generation

lssues with rearec;sion test suites

’<1

et Runnor & - Focus on core behavior
Oracle Checker - Provide limited coverage
&

hy— -> Use approximated oracles
Versions =t 9 sometimes not present at ol

— /F
@ ® |nherent limitations
e Oracle Prob\em

Regression
Errors

' &

1

Input
Generation



Second Intuition: Limited Scope and Dirferential Tes-Hna
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Second Intuition: Limited Scope and Dirferential Tes-Hna
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Chanae identification

0 En+ry Points 1 En+ry Points
main main
¥ X ¥ Y
initbuffer compress initbuffer compress AW
getbyte block getbyte block /A
\J / \ y \
hash output AGJ( hash output
putbyte writebytes putbyte writebytes




input Generation: Underconstrained SYmEX
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InPqu Generation: InPu+ Selection

block Control Flow Graph (CFG)
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Input execution paths:
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Behavior Comparic;on: Keplay
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Behavior Comparison: Keplay
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Behavior Comparison: Replay
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Behavior Comparic;on: Keplay
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Behavior Comparison: Alignment and State
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Dilf-fFerence Analysis

® Group difFerences by A progrom elements

m A \ }9 A return value of foo()

° Dependen+ differences based on co-occurrence

int x;
int bar() {
x = foo();

}
e Roank by distance From chanﬁed code in the dynamic call sequence.

A X — Aretfoo() root difference = A ret foo()

foo() modified Rank
_ 1. Ay
1:foo() - A X 5> Ax

2: foo(), same, (), same,(), same,(), ... , same,() - Ay



Evaluation: ImPlemen+a+ion and Research Questions

ImPIemen+a+ion

° Pr'oir'am analysis aond diFFerencing clang & livm
e sSymbolic execution engine: Forked from KLEE 13

Research Questions
e RQA: Coan ODIiT detect and eH:echively ronk regressions?

e RQ3: How does ODIT Per?or‘m on refactored code?



Evaluation: Setup and Benchmarks

program CoREBench IDs LOC
KQ' rm 1 1044
cut 3,6, 12,17, 21 519
e CoREBench: coreutils, tail 4.5 16 1039
Find and rep seq 7,8,9,18,19, 20 254
° Buﬁ oracles to compu+e cp 10 2498
d Is 13, 14 3106
TPs and FPs

du 15 624
expr 22 583
find 23 - 37 8.738
grep 38 - 52 6,153

RQ3 —
redis N/A 121,989

e Redis



CoREBench Selection

We considered the 70 CoREBench regressions, omitting those

° requirir\a 32-bit comPiIaJrion
® using unsuPPor'Jred muHibere locoles
° reclundanﬂy resulting From the same defect

=> this eliminated 9 of the 70 rearesc;ions)

We then analyzed the remaining Gl regressions to idenJriPy those for
which we could reliably define a arour\ol Hruth (Iouﬁ oracle)

=> 43 regre%ior\s



R&l D8+BC+IOH O\I’lC‘ Raﬂkll’la benchmark inputs diffs TP FP |precision rank
23-find 2552 67 1 66| 15% 67
benchmark inputs diffs TP  FP |precision rank 24-find 22994 3 0 3 0.0% N/A
01 571 5 o0 o T NA 26-find 180975 65 10 55| 154% 1
03-cut 30641 5 0 5| 00% NA 27-find i T 0 11 27% NA
04-tail 11407 1 1 0/1000% 1 28-find A N/A
05-tail 8311 1 0 1| 00% NA 30-find - 3594 sren TOP" 1
06-cut 3198 5 2 3| 400% 1 31-find - Top (© 1
07-seq 13427 2 1 1| 500% SioNS \0 A TPS 1

08-seq 14088 3 1 2 /3;;/ \ 1eQfe>> et 112 "
ua n\g 0.0% N/A

09-seq 15248 2 S acl e0 " o
10-cp 4939 “\.\e 0336 ) FPS "‘a“ 0 0.0% N/A
12-cut 587 o ne cas®> (10 1815 : PorS.
2 \n of © ases: 5 625% 2
ne 41-grep 27704 51 0 51| 00% N/A
14-Is / 42-grep 2065 15 13 2| 867% 1
15-du 800% 1 44-grep 586 0 0 O - N/A
16-tail 0 1f 00% NA 45-grep 3142 1 0 1| 00% NA
17-cut 73 4] 429% 3 46-grep 9069 5 3 2| 600% 2
18-seq 15248 2 2 0 100.0 % 1 A7-grep 25758 22 0 22 0.0% N/A
19-seq 8533 3 1 2| 333% 3 48-grep 25918 16 0 16 0.0% N/A
20-seq 15250 2 2 0[1000% 1 49-grep 58 O 0 O - N/A
21-cut 18841 11 11 0/100.0% 1 51-grep 168 13 0 13| 00% NA
22-expr 2644 1 1 0] 100.0 % 1 52-grep 2012 3 3 0| 100.0 % 1
| ——




RQ Detection and Kankina

benchmark inputs diffs TP FP precision rank

23-find 2552 67 1 66  15% 67

benchmark inputs diffs TP FP precision rank 24-find 22994 3 0 3 0.0% N/A
03-cut 30641 5 0 5 00% NA 27-find i oot 00% NA
04-tail 11407 1 1 0 1000% 1 ig'?”j 22;‘22 ‘7‘ S g 108'8 (y/" N/ ';‘

. -TIN . o

gg-tau gf’;; 1 g ; 48'8 5 N//:‘ 31find 180873 64 10 54 156% 1
eut % | O/° 32-find 52459 9 2 7 222% 1
07-seq 13427 2 1 1 500% 33-find 52268 9 2 7 222% 1
08-seq 14088 812 333% 2 34-find 34835 7 0 7 00% NA
09-seq 15248 2 2 0.100.0% 1 36find 68074 4 0 4 00% NA
10-cp 4239 0 0 0 - NA 37-find 80012 2 2 0 100.0% 1
12-cut 28606 7 3 4 429% 3 38-grep 1583 s 5 3 6259% o
13-Is 1062321 667% 41-grep 27704 51 0 51  00% NIA
14-Is 10186 10 10 0 1000% 1 42-grep 2065 15 13 9  867% 1
15-du 1402 10 8 2 800% 1 44-grep 586 0 0 o0  NA
16-tail 8296 1 0 1 0.0% N/A 45-grep 3142 1 0 1 00% N/A
17-cut 28573 7 3 4 429 % 3 46-grep 9069 5 3 2  60.0% 2
18-seq 15248 2 2 0 1000% 1 47-grep 25758 22 0 22 00% N/A
19-seq 8533 3 1 2 333% 3 48-grep 25918 16 0 16 0.0% N/A
20-seq 15250 2 2 0 1000% 1 49-grep 58 0 0 0 - N/A
21-cut 18841 11 11 0 1000% 1 51-grep 168 13 0 13 00% N/A
22-expr 2644 1 1 0 100.0 % 1 52-grep 2012 3 3 0 100.0 % 1




RQ2: Compare with Shadow

benchmark ODIiT Shadow
01-rm X X
03-cut X X
04-tail v
05-tail

13-Is

v
v
v
v
v
v




RQ2: Compare with Shadow

benchmark ODIiT Shadow benchmark ODIiT Shadow
01-rm X X 13-Is v v
03-cut X X 14-Is v X
04-tail v X 15-du 4 X
05-tail X v 16-talil X 4
06-cut v v 17-cut v 4
07-seq v X 18-seq v X
08-seq (4 X 19-seq v X
09-seq X X 20-seq v X
10-cp X v 21-cut v v
12-cut v v 22-expr v X




RQ3: Refactored Code

Collected all commits to Redis 5.0.0-5.0.1

. . . commit inputs | diffs
Eliminated irrelevant commits -

(no changes to relevant source code) desfdaacf 0

Manually categorized remaining 53 commits  43ehb 0

ref 0\0(\(\95
e -
category count inp eS £of nes 0
\

comment 5 ﬁa\,;-,e—\)O‘f’ 2 0

da odueed 549bcded trivial | 0

ap oDit i 90b52f de5 trivial 0

be a A 23 1¢c637de98 trivial 0)

refad g~ 10 7852 0 | 88805cbb3 01 0

4c4f50elc 46 0




RQ3: Refactored Code

e 53 updates to Redis, from prior to

5.0.0 through 5.0.1

e Building commits that changed a commit nputs _ diffs
program source file de8fdaacf 906 0

o Manua_ﬂ Inspection to categorize each 43ebb7eed 0 0
commit edc47a3ad 6898 0
3761582ff trivial 0

category count inputs diffs 50222af5f 2 0
comment 8 N/A 0 b49bcdo1d trivial 0
data 5 unsupp 0 90b52fde5 trivial 0
api 2 0 0 1c637de98 trivial 0
behavior 28 N/A 23 88805cbb3 0 0
refactoring 10 7852 0 4c4f50e1c 46 0




Conclusion
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Evaluation: Implemen+a+ion ond Research Questions

Implemen+a+ior\:

> Program analysis and differencing: clang & lvm
> Symbolic execution engine: Forked From KLEE 13

Research Questions:

- RQ: Con ODIT detect and ePPecﬁvely rank refge;;iong?
= RQ2: How does ODIT, which overapproximates
a tool that underapproxlmmes behavior?

- R@3: How does ODIT Per“For‘m on refactored code?

ehavior, compare Yo

RQl: Detection and Rankina

benchmark inputs difs TP FPiprecision rank

23-find 2552 67 1 66| 15% 67
benchmark inputs diffs TP  FP |precision rank 24-find 22994 3 0 3 00% NA
Py 671 T A 26find 180975 65 10 55| 154% 1
03-cut 30641 5 0 5 00% NA 27-find L) 1 0 S-St A
04-tail 11407 1 1 0/1000% 1 28nd g0 4= A) A
05-tail 831 1 0 1] 00% NA e R O 1
06-cut 31988 5 2 3| 400% Slstnd === (o 1

o 1 10! 1
07-seq 13427 2. A A Sons n o 1Ps :
08-seq 14088 3 1 2 \ 120> er @ e
09seq 15248 2 a2’ \ed MO ol

cases' o5 can! ives 0 4| 00% NA
10-cp 4239 ol of the <ases 13 (ase poS 2 2 oliwoo% 1
1z-an o WO oo of N® es. M° 8 5 3| 625% 2
13-s \n Azl § the 2 41-grep 27704 51 0 51| 00% NA
14-Is @ ® \n '3'3°/° o 42-grep 2965 15 13 2| 867% 1
15-du . 80.0% 44-grep 586 0 0 o0 - NA
16-tail 00% NA 45-grep 3142 1T g 00% NA
17-cut 429% 3 46-grep 9069 5 3 2| 600% 2
18-seq 100.0 % 1 47-grep 25758 22 0 22| 00% NA
19-seq B3% 3 48-grep 25918 16 0 16| 00% NA
20-seq 1000% 1 49-grep 58 0 0 o0 N/A
21-cut 1000% 1 51-grep 168 13 0 13| 00% NA
22-expr 1000% 1 52-grep 2012 3 3 0[1000% 1




Results

| cmp

bench regression detection

mark inputs  diffs +o PPV -0 rank |bklee shdw
01-rm 671 0 0 -0 X X

(03-cut 30641 5 0  00%

(04-tail 11407 11 100.0%

05-tail

06-cut

(7-seq

(08-seq

09-seq

10-cp ) O -

12-cut 28606 7 3 4229% 4 /P
13-Is 3 2 667% | v/ v

14-1Is 10186 10 10 100.0% O v X

15-du 1402 10 8 80.0% 2 v X

16-tail 8296 1 0 00% 1 x /!

I7-cut | 28573 7 3 429% 4 v o2
18-seq | 15248 2 2 1000% 0 X

19-seq 8533 3¢ 1. 333% 2 4 X

20-seq | 15250 2 2 1000% 0 oo X

21-cut 18841 I 11 1000% 0 4 v

22-expr | 2644 I 1 1000% 0 oo X

bench regression detection
mark inputs  diffs +o PPV -0 FDR
23-find 2552 67 1 1.59 66 98.5%
24-find | 22994 3 0 00% 3 100.0%
26-find | 180975 65 10 154% 55 84.6%
27-find 7771 1 0 00% 1 100.0%
28-find | 89420 4 0 0.0% 4 100.0%
j 3594 7 100.0% 0O 0.0%

37-find
38-grep
41-grep
42-grep
44-grep
45-grep
46-grep
47-grep
48-grep
49-grep
51-grep
52-grep

89012
4583
27704
2965
586
3142
9069
25758
25918
58
168
2012

1

2
8
1
5
0
1
5
22
16
0
13

3

100.0%
62.5%
0.0%
86.7%

2

N

1

0.0%
60.0%
0.0%
0.0%
0.0%
100.0%
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Results

bench regression detection

mark inputs  diffs +o PPV -0 FDR rank |bklee
bench regression detection 23-I?nd 2552 67 1 1.5% 66 98.5% 67| v
mark inputs  diffs +o PPV -0 FDR rank[{bklee shdw 24-find 22994 30 0.0% 3 100.0% N/A| X

26-find | 180975 65 10 154% 55 84.6% 1| v
01-rm 671 0 0 - 0 - NAg X X 27-find | 7771 I 0 00% 1 1000% NA| X
03-cut | 30641 5 0 00% 5 1000% NA§ x X 28-find | 89420 4 0 00% 4 1000% N/A| X
O4-ta!l 11407 11 100.0% 1000% 0O 0.0% l /
05-ail | 8311 1 0  00% Ou+Perf—ormeal state-ofF-the-art | 156% 54 sa4% 1| v
06-cut 3198 5 2 40.0% ) ) 2226 7  77.8% 4
07-seq | 13427 2 1 500% +echnla|ue used as a baseline. 222% 7 77.8% | .
(08-seq 14088 3 1 333% 0.0% 7 1000% N/A| x
09-seq | 15248 2 2 100.0% 36-find | 68074 4 0 00% 4 100.0% N/A| X
0cp | 4239 0 O 3 X VB 37find | 89012 2 2 1000% 0  0.0% 1| v
[2-cut | 28606 7 3 42.9% o 38-grep | 4583 8 5 625% 3 37.5% 2| v/
[3-1s 13062 3 2 66.7% o/ 41-grep | 27704 51 0  0.0% 51 100.0% N/A| X
14-1s | 10186 10 10 100.0% oo X 42-grep| 2965 15 13 86.7% 2 13.3% 1|
15-du 1402 10 8 B80.0% v X 44-grep 386 0O 0 -0 - N/A| X
l6-tail | 8296 1 0  0.0% X V'H 45grep| 3142 1 0 00% 1 1000% NA| X
[7-cut | 28573 7 3 429% o7 46-grep | 9069 5 3 600% 2 40.0% 2|
18-seq | 15248 2 2 100.0% oo X 47-grep | 25758 22 0  0.0% 22 100.0% N/A| X
19-seq | 8533 3 1 33.3% oo X 48-grep | 25918 16 0  00% 16 100.0% N/A| X
20-seq | 15250 2 2 100.0% oo X 49-grep 58 0 0 < £ - N/A| X
21-cut | 18841 11 11 100.0% o/ 51-grep 168 13 0  0.0% 13 100.0% N/A| X
22-xpr| 2644 1 1 100.0% o X 52-grep | 2012 33 1000% 0  0.0% 1| v




