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My Interests

ParaSuit (ICSE’26)

Symetra (EuroVis’26)
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Symbolic Execution

●An effective technique for white-box software testing

Symbolic ExecutorUser

Program Bug ↑

Code Coverage ↑

pgm

test-cases
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Parameters in Symbolic Execution

●All factors that affect the performance of symbolic execution (e.g., option configs)

Symbolic ExecutorUser

Program Bug ↑

Code Coverage ↑

pgm

test-cases

parameters
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Parameters in Symbolic Execution

●All factors that affect the performance of symbolic execution (e.g., option configs)

Symbolic Executor

-heuristic=DFS

-heuristic=BFS

-heuristic=Random
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Parameters in Symbolic Execution

●All factors that affect the performance of symbolic execution (e.g., option configs)

Symbolic Executor

-heuristic=DFS

-heuristic=BFS

-heuristic=Random
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Difficulty of Parameter Tuning

●There are 148 parameters in KLEE

Symbolic Executor
11 Integer

Params
12 String
Params

6 Float
Params

119 Boolean Params
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Difficulty of Parameter Tuning

●There are 148 parameters in KLEE

●An example of parameter tuning in KLEE
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Difficulty of Parameter Tuning

●There are 148 parameters in KLEE

●An example of parameter tuning in KLEE
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Difficulty of Parameter Tuning

●Prior Works

1) Use the baseline tool’s default parameter values without any optimization

- “KLEE was configured with its default policy” (TOSEM’25)

- “We use recommended symbolic arguments setting provided by KLEE” (PLDI’24)

- “The symbolic arguments used in KLEE [1]” (FSE’20)

- “Unmodified KLEE with default settings” (ISSTA’19)

- “A configuration used in KLEE [1]” (ASE’18)

- “The default configuration of KLEE” (ASE’17)

- “The same argument configuration as in prior work” (ISSTA’17)

[1] Cristian Cadar, Daniel Dunbar, and Dawson Engler. KLEE: Unassisted and Automatic Generation of High-coverage Tests for Complex Systems Programs. (OSDI’08)
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Difficulty of Parameter Tuning

●Prior Works

2) SymTuner (ICSE’22)
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Difficulty of Parameter Tuning

●Prior Works

2) SymTuner (ICSE’22)

Symbolic ExecutorUser

pgm

test-cases

parameter set
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Difficulty of Parameter Tuning

●Prior Works

2) SymTuner (ICSE’22)

Symbolic ExecutorUser

pgm

test-cases

parameter set

SymTuner

results

Parameter Space
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Difficulty of Parameter Tuning

●Prior Works

2) SymTuner (ICSE’22)

Symbolic ExecutorUser

pgm

test-cases

SymTuner

results

Parameter Space

“-simplify-sym-indices”: [“true”, “false”]

“-use-forked-solver”: [“true”, “false”]

…

“-max-memory”: [500, 1500, 2500]

“-batch-instructions”: [6000, 10000, 14000]

…

“-switch-type”: [“simple”, “internal”]

“-external-calls”: [“concrete”, “all”]

parameter set
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Limitations of State-of-the-art Technique

●Which parameters should be selected for defining the search space?

- KLEE has 148 parameters,

- while SymTuner defines the search space for 20 of them.

“-simplify-sym-indices”: [“true”, “false”]

“-use-forked-solver”: [“true”, “false”]

…

“-max-memory”: [500, 1000, 1500, 2000, 2500]

“-batch-instructions”: [6000, 8000, 10000, 12000, 14000]

…

“-switch-type”: [“simple”, “internal”]

“-external-calls”: [“concrete”, “all”]

20 Parameters
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Limitations of State-of-the-art Technique

●What values should be defined as the search space for each parameter?

- Integer/float parameter space is unbounded, 

- while SymTuner defines five uniformly spaced values for each parameter.

“-simplify-sym-indices”: [“true”, “false”]

“-use-forked-solver”: [“true”, “false”]

…

“-max-memory”: [500, 1000, 1500, 2000, 2500]

“-batch-instructions”: [6000, 8000, 10000, 12000, 14000]

…

“-switch-type”: [“simple”, “internal”]

“-external-calls”: [“concrete”, “all”]

5 Values
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ParaSuit

●Fully automate the tuning process (parameter selection + value sampling)

●Iteratively define program-aware parameter values.

Symbolic ExecutorUser

pgm

test-cases

results

ParaSuit

parameter set
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Overview

●Fully automate the tuning process (parameter selection + value sampling)

●Iteratively define program-aware parameter values.

Extraction

Parameter selection

Score Select

Value sampling

Explore Exploit

User

Symbolic Executor

test-cases

results

parameter set

program

selected

parameters

ParaSuit

parameters

data
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Extraction Stage

●Extract initial information required for parameter selection and value sampling

Extraction

Parameter selection

Score Select

Value sampling

Explore Exploit

User

Symbolic Executor
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results
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selected
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Extraction Stage

●Extract initial information required for parameter selection and value sampling

- String / Boolean : Extract possible values using help script and source code

- Integer / Float : Sample a value around the default value

Extraction
program

Symbolic Executor

(param, value, coverage)

(Popt, false, 70)

(Pmem, 1500, 60)

(Psearch, DFS, 40)

(param, default value)

(Popt, true)

(Pmem, 1000)

(Psearch, Random)
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Extraction Stage

●Try different values for each parameter and store the results as data

$ klee --optimize=true --max-memory=1000 

          --search=random-path …

$ klee --optimize=false --max-memory=1000 

           --search=random-path …

Symbolic Executor

(default param set, 50)

(Popt, false, 70)

(Pmem, 1500, 60)

(Psearch, DFS, 40)

…
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Iterative Process of ParaSuit

●After Extraction stage,

●ParaSuit repeats its iterative stages until the time budget is exhausted.

Extraction

Parameter selection

Score Select

Value sampling

Explore Exploit

User

Symbolic Executor

test-cases

results

parameter set

program

selected

parameters

ParaSuit

parameters

data
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Parameter Selection Stage

●Probabilistically select effective parameters using accumulated data

Extraction

Parameter selection

Score Select

Value sampling

Explore Exploit

User

Symbolic Executor

test-cases

results

parameter set

program

selected

parameters

ParaSuit

parameters

data
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Parameter Selection Stage

●Probabilistically select effective parameters using accumulated data

(Popt, {b1, … , bi})

(Pmem, {b1, … , bj})

(Psearch, {b1, … , bk})

{ Popt, Pmem }

Parameter 

Selection

(param, covered branches) Selected params
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Parameter Selection Stage

●Compute the score of each parameter using the score function.

Score Func.

(Popt, {b1, … , bi})

(Pmem, {b1, … , bj})

(Psearch, {b1, … , bk})

(Popt, 0.7)

(Pmem, 0.6)

(Psearch, 0.4)

Parameter 

Selection

(param, covered branches) Selected params
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Parameter Selection Stage

●Compute the score of each parameter using the score function.

Score Func.

(Popt, {b1, … , bi})

(Pmem, {b1, … , bj})

(Psearch, {b1, … , bk})

(Popt, 0.7)

(Pmem, 0.6)

(Psearch, 0.4)

How unique are the covered branches?

Parameter 

Selection

(param, covered branches) Selected params
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Parameter Selection Stage

●Compute the score of each parameter using the score function.

Score Func.

(Popt, {b1, … , bi})

(Pmem, {b1, … , bj})

(Psearch, {b1, … , bk})

(Popt, 0.7)

(Pmem, 0.6)

(Psearch, 0.4)

How unique are the covered branches? How many branches are covered?

Parameter 

Selection

(param, covered branches) Selected params
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Parameter Selection Stage

●Select parameters probabilistically based on their scores

Score Func.

(Popt, {b1, … , bi})

(Pmem, {b1, … , bj})

(Psearch, {b1, … , bk})

(Popt, 0.7)

(Pmem, 0.6)

(Psearch, 0.4)

(70%, 30%)

(60%, 40%)

(40%, 60%)

✔ ✘

Probs.

Parameter 

Selection

(param, covered branches) Selected params
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Parameter Selection Stage

●Give 0% selection probability to parameters with scores lower than the default set

Score Func.

(Popt, {b1, … , bi})

(Pmem, {b1, … , bj})

(Psearch, {b1, … , bk})

(Popt, 0.7)

(Pmem, 0.6)

(Psearch, 0.4)

(70%, 30%)

(60%, 40%)

(𝟎%, 𝟏𝟎𝟎%)

✔ ✘

Probs.

(default, 0.5)(default, {𝑏1, … , 𝑏𝑚})

Threshold

Parameter 

Selection

(param, covered branches) Selected params
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Value Sampling Stage

●Sample the most appropriate values for the selected parameters

Extraction

Parameter selection

Score Select

Value sampling

Explore Exploit

User

Symbolic Executor

test-cases

results

parameter set

program

selected

parameters

ParaSuit

parameters

data
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Value Sampling Stage

●Sample the most appropriate values for the selected parameters

●Utilizes two policies: Explore / Exploit

- Explore : Try diverse values for each parameter

- Exploit : Sample a new value that is either the most effective one or close to it

(Popt, true, {b1, … , bi})

(Popt, false, {b1, … , bj})

(Pmem, 1000, {b1, … , bi})
(Pmem, 1500, {b1, … , bj})

{ (Popt, false), (Pmem, 0.6) }

Selected params, data

{ Popt, Pmem }

Explore

Exploit

Value Sampling

New parameter set
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Value Sampling Stage

●Explore: Try diverse values for each parameter

- Perform greedy sampling based on the default value

20001000 3000

Default Value

Candidate Space 1 : 0.5×𝑣𝑖  < 𝑥 < 𝑣𝑖 Candidate Space 2 : 𝑣𝑖  < 𝑥 < 1.5×𝑣𝑖 
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Value Sampling Stage

●Explore: Try diverse values for each parameter

- Perform greedy sampling based on the default value

20001000 3000

Default Value

25001300
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Value Sampling Stage

●Explore: Try diverse values for each parameter

- Perform greedy sampling based on the default value

20001000 3000

25001300

Default Value

650 1950

Candidate Space 1 Candidate Space 2
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Value Sampling Stage

●Exploit: Sample a new value that is either the most effective one or close to it

- Perform value sampling using clustering

Values in dataset
0

After Clustering
0

mean-shift clustering
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Value Sampling Stage

●Exploit: Sample a new value that is either the most effective one or close to it

- Perform value sampling using clustering

Score : 0.15

Score : 0.4

Score : 0.1

Score : 0.3

Score : 0.05

Score Func.
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Value Sampling Stage

●Exploit: Sample a new value that is either the most effective one or close to it

- Perform value sampling using clustering

Score : 0.15

Score : 0.4

Score : 0.1

Score : 0.3

Score : 0.05

Score Func.

15%

40%

10%

30%

5%

Selection

probability
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Value Sampling Stage

●Exploit: Sample a new value that is either the most effective one or close to it

- Perform value sampling using clustering

- Sample function: Sample a new value close to the most effective value within the cluster.

Sample Func.

Sampled!
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Iterative Process of ParaSuit

●When the time budget is exhausted, 

●ParaSuit outputs all test-cases generated across the three stages

Extraction

Parameter selection

Score Select

Value sampling

Explore Exploit

User

Symbolic Executor

test-cases

results

parameter set

program

selected

parameters

ParaSuit

parameters

data
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Experimental Settings

●Baselines

- SymTuner: Semi-automatic parameter tuning technique (ICSE’22)

- KLEEfix: Use the parameter set provided by the KLEE developers without tuning

- RandSuit: Randomly select parameters and sample their values using only the explore policy

- SymTunerAllP: Define the search space for all parameters in KLEE and run SymTuner.

●Benchmarks : 12 GNU open-source C programs

●Operating system : Ubuntu-18.04

●Symbolic execution tool : KLEE-2.1
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Experimental Results

●A significant increase in branch coverage

-  ParaSuit > SymTuner (+25.8%)  -   ParaSuit > RandSuit (+46.8%)

-  ParaSuit > KLEEfix (+97.4%)  -   ParaSuit > SymtunerAllP (+95.6%)

𝐏𝐫𝐨𝐠𝐫𝐚𝐦𝐬 𝐏𝐚𝐫𝐚𝐒𝐮𝐢𝐭 𝐒𝐲𝐦𝐓𝐮𝐧𝐞𝐫 𝐊𝐋𝐄𝐄𝐟𝐢𝐱 𝐑𝐚𝐧𝐝𝐒𝐮𝐢𝐭 𝐒𝐲𝐦𝐭𝐮𝐧𝐞𝐫𝐀𝐥𝐥𝐏

xorriso-1.5.2 6,109.4 2,956.8 2,014.8 2,272.8 2,117.6

gcal-4.1 4,766.0 3,907.0 2,003.2 3,234.6 1,825.0

grep-3.4 3,613.8 3,280.2 2,208.4 3,344.2 2,017.8

gawk-5.1.0 4,393.2 3,747.0 2,841.6 2,893.0 3,261.8

sed-4.8 2,462.6 2,357.8 1,097.0 1,840.8 1,267.6

nano-4.9 1,909.6 1,721.0 1,457.0 1,662.2 1,289.0

…

total 31,878.8 25,340.4 16,149.4 21,714.2 16,296.0
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Experimental Results

●Found 11 bugs across three benchmarks

- Detected all bugs found by the baselines,

- and additionally identified four bugs missed by all baselines.

Programs Error-Types Error Location ParaSuit Symtuner 𝐊𝐋𝐄𝐄𝐟𝐢𝐱 RandSuit 𝐒𝐲𝐦𝐭𝐮𝐧𝐞𝐫𝐀𝐥𝐥𝐏

gcal-4.1

Segmentation Fault Line 740 in /src/file-io.c ✔ ✔ ✔ ✔ ✔

Segmentation Fault Line 72 in /libc/string/strncasecmp.c ✔ ✔ ✔ ✘ ✘

Segmentation Fault Line 19 in libc/stdio/fputc.c ✔ ✘ ✘ ✘ ✘

Segmentation Fault Line 14 in /libc/stdio/fileno.c ✔ ✘ ✘ ✘ ✘

Segmentation Fault Line 3956 in /src/gcal.c ✔ ✔ ✔ ✘ ✘

Segmentation Fault Line 4934 in /src/gcal.c ✔ ✘ ✘ ✘ ✘

Abmornal Termination Line 29 in /libc/string/memcpy.c ✔ ✔ ✔ ✔ ✔

gawk-5.1.0 Abmornal Termination Line 1337 in main.c ✔ ✔ ✘ ✔ ✘

combine-0.4.0

Segmentation Fault Line 385 in /src/field.c ✔ ✔ ✔ ✔ ✔

Segmentation Fault Line 18 in /libc/string/strlen.c ✔ ✘ ✘ ✘ ✘

Abmornal Termination Line 668 in /src/dstring.c ✔ ✔ ✘ ✘ ✘

# Found Bugs 11 7 5 4 3
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Comparing with Other Tuning Methods

●Our value sampling algorithm outperforms other parameter tuning methods

- Baselines: Bayesian Optimization(Bayesian), Genetic Algorithm(Genetic), TPE, CMA-ES

- ParaSuit > Bayesian (+14.1% / +4 bugs) -   ParaSuit > Genetic (+15.3% / +5 bugs)

- ParaSuit > TPE (+10.8% / +5 bugs)  -   ParaSuit > CMA-ES (+12.5% / +3 bugs)

Programs
ParaSuit Bayesian Genetic TPE CMA-ES

Coverage Bugs Coverage Bugs Coverage Bugs Coverage Bugs Coverage Bugs

xorriso-1.5.2 6,109.4 - 4,417.2 - 4,383.0 - 5,568.8 - 5,361.0 -

gcal-4.1 4,766.0 7 4,617.0 5 4,551.6 5 4,650.6 5 4,411.6 5

grep-3.4 3,613.8 - 3,559.2 - 3,348.8 - 3,474.2 - 3,455.4 -

gawk-5.1.0 4,393.2 1 4,116.0 1 3,902.4 - 3,929.6 - 3,801.2 1

sed-4.8 2,462.6 - 2,184.4 - 2,408.0 - 2,132.2 - 2,135.7 -

nano-4.9 1,909.6 - 1,889.8 - 1,945.3 - 1,873.8 - 1,917.0 -

…

total 31,878.8 11 25,340.4 7 16,149.4 6 21,714.2 6 16,296.0 8
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Visualizing Parameter-tuning Results
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Visualizing Parameter-tuning Results
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Visualizing Parameter-tuning Results
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Visualizing Parameter-tuning Results
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Conclusion

ParaSuit (ICSE’26) Symetra (EuroVis’26)

Paper ArtifactPaper Artifact
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