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Why this talk?
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Several months ago, near Paris…
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What do 
you do?  

I do a PhD on 
backdoor detection 

with fuzzing!

Cristian Dimitri

Michaël
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ICSE’25 ASE’26
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Why not 
use 

symbolic 
execution?

Fuzzing offers better trade-
offs to sweep across large 
codebases in search for 

backdoors…
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Why not 
use 

symbolic 
execution?

Fuzzing offers better trade-
offs to sweep across large 
codebases in search for 

backdoors…

But could not 
symbolic execution 
be useful here too?
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The rest of this talk…

Part 1: our work on backdoor detection with fuzzing

Part 2: my thoughts about how symbolic execution could help
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Backdoor detection 
with fuzzing
ICSE’25 and ASE’26

joint work with Dimitri Kokkonis and Stefano Zacchiroli
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1. Code-level backdoors

2. Detection

3. Our test oracle
4. Oracle-based fuzzing

5. Experimental evaluation
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Backdoor = hidden access to a system, bypassing known control points

Various backdoors found in whole IT stack:
• Backdoors in hardware, cryptographic algorithms, configurations…
• Software backdoors: neural network poisoning, bugdoors, code-level backdoors…

Code-level backdoor = explicit feature in the code of traditional software:
• Triggered by attacker-known atypical inputs
• Enabling privilege escalation or unauthorized features (e.g. login bypass, reverse shell)
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Backdoors and code-level backdoors
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Known code-level backdoors were inserted by:

Compromising open-source projects (malicious pull requests, maintainer infiltration…)
• XZ Utils (CVE-2024-3094) and PHP git repository attack (2021)

Tampering with software distribution (hacked package download websites…)
• ProFTPD and vsFTPd backdoors (CVE-2010-20103 and CVE-2011-2523)

Shipping infected firmware binaries (reverse shells in IoT devices…)
• HTTP daemons on some Belkin or Tenda routers allow remote command execution
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Injecting code-level backdoors
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Attackers gained access to the vsFTPd distribution server

They replaced vsftpd-2.3.4.tar.gz with an infected copy

Users who downloaded it between June 30 and July 3, 2011 found their machines backdoored:
• Trigger: FTP login with a username containing a smiley face :)
• Result: a remote interactive command shell listens on port 6200
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Example: the vsFTPd attack (CVE-2011-2523)
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Four decade-old tools support manual firmware analysis to detect backdoors:
• Weasel CCS’13 --- dynamically identifies code units prone to backdoors
• Firmalice NDSS’15 --- analyzes paths to authenticated code using angr
• Humidify DIMVA’17 --- uses ML to identify program types and compare feature profiles
• Stringer ESORICS’17 --- statically identifies strings that strongly influence control flow

Nice! But, limitations:
• Extensive manual reverse engineering to define targets or review results
• Only Stringer is not deprecated. It often misses backdoors and flags hundreds of false positives
• No standard detection benchmark. Most backdoor samples are lost
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Related work: firmware auditing
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Ganz et al. CODASPY’23 use ML on metadata to flag suspicious Git contributions
• Limitations: appears prone to frequent false positives; evasion risks remain unclear

Reproducible builds produce bit-for-bit identical binaries from the same source code
• This enables independent verification of build integrity (but nothing more)
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Related work: open-source software protection
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Code-level backdoors pose a real, high-impact threat
• E.g., the XZ Utils backdoor would have given a state actor SSH access to most servers worldwide

We need highly automated, effective and precise backdoor detection tools
• We also need an archived, standardized benchmark for backdoor detection
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To sum up
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Fuzzing with crash monitoring enabled automated, effective and precise memory vulnerability detection

We aim to extend this success to backdoor detection

Fuzzing generates tests, but we need an oracle to detect backdoor activation at runtime

Challenge: design a universal oracle for diverse backdoors with program-specific semantics

20

Detecting backdoors with fuzzing
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Shared trait of code-level backdoors: rare inputs trigger atypical program behavior

Our backdoor activation oracle uses two steps:

• Step 1: build a database of typical program behaviors
• Run an adequate test suite and record system call profiles
• A profile is the set of system call types used per input (e.g., read, execve), a proxy for program behavior

• Step 2: fuzz for broad code coverage and flag new unseen profiles as possible backdoors
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A test oracle for backdoor activation
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Rosa audits binary firmware. Lily vets CI changes

Why 2 different tools?

• Both combine AFL++ with CMPLOG and our oracle

• Lily uses source code and history to meet CI needs: speed and very low false-alarm rates

• Lily flags atypical behavior only if it is absent from the pre-change code
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Rosa+Lily: our backdoor detection fuzzers
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Our backdoor detection benchmark combines real samples with realistic synthetic ones:
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Introducing the ROSARUM benchmark
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Rosa: on avg., all but one backdoor detected in 90 min, 7 atypical behaviors to vet for false positives
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Rosa/Lily detection and false positive rates

Lily: 90% backdoor detection in 10-minute CI runs, with a 0.2% false-positive rate on safe commits

(more results and analyses in the papers)
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Improving backdoor 
detection 
with symbolic execution
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Our backdoor detection uses two steps:

• Step 1: build a database of typical program behaviors
• Run an adequate test suite and record system call profiles
• A profile is the set of system call types used per input (e.g., read, execve), a proxy for program behavior

• Step 2: fuzz for broad code coverage and flag new unseen profiles as possible backdoors

28

Reminder: how our approach works…
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Our backdoor detection uses two steps:

• Step 1: build a database of typical program behaviors
• Run an adequate test suite and record system call profiles
• A profile is the set of system call types used per input (e.g., read, execve), a proxy for program behavior
--- Static analysis of system call sites can recover possible backdoor paths with unseen type combinations
--- Symbolic execution could check feasibility for some of these paths before optionally moving to Step 2

• Step 2: fuzz for broad code coverage and flag new unseen profiles as possible backdoors
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How symbolic execution could step in!
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How can we statically identify system call sites in source and binary code?

How should we prioritize promising paths for symbolic execution?

How long should we analyse paths before potentially switching to Step 2 fuzzing?

Should we use static or dynamic symbolic execution?

How will the technique differ for source-level CI analysis and binary-only firmware analysis?
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Issues we are investigating…
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Code-level backdoors enter through open-source development, software distribution or infected firmware

We showed (ICSE’25, ASE’26) that fuzzing with an oracle for atypical behavior detects them efficiently

Symbolic execution could verify promising potential backdoor paths before fuzzing
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Takeaways
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