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Solvers Can Behave Unexpectedly
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QF_FD: get-consequences misses a [ vewissoe JO
consequence that follows by unit propagation,
after an earlier check-sat #10964

‘Aramis Romero (aracamos) opened 2d ago

Assignees

@ Wiots)sjrner ikofornen

Versions: 5.1.0 (Microsoft.23.5:1.0.0upkg from the GitHub release, win-x64) and 4.12.2 @ conior .
(Microsoft.Z3 on nuget.org). Run through 23_eval_satib7.string , which s the SMT-
LIE command interpreter. Not tried with the 73 execuitable. —

Nolabels

(set-Logic Q5_FD) «©
(declare-const a0 Bonl) (declars-const a1 Bool) (declare-const &2 Bool) yov.l

(ceclaro-const 3 Baol) (declare-const x1 8ool) (declarc-const x2 Bool) (decl | TYPe

¢ ool) © x5 soo1) 56 mool) (decl | o
(ceclare-const y 8ool) e
(assert ((_ at-most 1) 20 a1 a2 a3 a)
(assert (or 0 x1 x2 X3 x8 %5 46 7)) Projects
(assert (( at-most 1) x0 xi x2 x3 x4 ¥ 6 x7))
(assert (or 0 x1 x2 X3 x& %6 47 (10t y))) Noproects
(check-sat)
(get-consequences (x5) (v)) Milestone
(check-sat-assuning (x5 y))

Nomiestone

 ——————————— »
Relationships
Expected: get-consequences returns sat with (= x5 (nat y)) . With 15 true, the.

atmost.one makes x0-x4, 6 and x7 false, and the last clause then forces y faise Noneyet
Actual: got-consequences returns sat with no consequences. The following check-  Development
sat-assuming (x5 ) s unsat
B Preserve QF_FD consequences after
prior checksat
Zaprovertzs

« remove the first (check-sat) © Nighty (pre-olesse)

+ remove the unrelated ((_ at-most 1) 40 ... a4)
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Division by zero bug

@ ccntar openeton Dec 2, 2015

+-onooe@
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ts 1 () Agents O Discussions

#206

Contrburor

Using KLEE, bu

9
The bug is reported at klee/klee# 308, but I repeat it below.

zero.

through
LIE command interpreter. Not tried with

(set-Logic Q5_FD)
(declare-const a0 Bool) (declars-co
(ceclaro-const b aol) (declare-cor

(dectare-const i Bool) (declare-col
(ceclare-const y 8ool)

(sssert (( at-most 1) 30 3152 53 ¢
(assert (or 0 x1 X8 %5 16 7

(check-sat)
(get-consequences (x5) (v))
(chock-sat-assuming (x5 ¥))

| —

Expected: get-consequences roturms sa
atmost.one makes x0-x4, 16 and x7 falst

Actual: got-consequences returns sat |
sat-assuming (x5 ) s unsat

The consequence is reported if any on¢

« remove the first (check-sat)
+ remove the unrelated ((_ at-most 1

the following:

+ Query 6 -~ Type: validity, Tnstructic

(set-logic oF_auray

(declare-fun unnaned () (Arr

(assert (let ( (781 (concat

(check-sat)

(exit)

P RAIL - Elasses
Failure reason

ay (et
setect

2. 2987300-01

| —

ons: 83 ]
ec 32) (_ pitvec
unnaned (_ bvi 2

5))
1) (select umaned (

KLEE, the following error trace is produce

Fatat Error
UIBLLVA-3.4.50.1 6x09062b6be545042
1 excosezbobcssesss

BvConstevaluator division

BVCanstevatutor divisic

o avart
9

oxon0B0600805a7657

by zero error @
PrintStackTrace(_10_FILE)
geignal + 57

stp: sFatalerror(char const®) + 55

Kigeovaasavne

+-ona8o@

© Actions More

Assignees
None sssignect

Labels

Nolabels

Type

Notype

projects

Noprojects

Mitestone

Nomilestons.

Relationships

None yet

Development

Nobranches o pul requests
Notifications Customize
0 subscribe

Youre notrecebing nofeatons from this
read

partdpants

82
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QF_FD: get-conseqt
consequence that f Division by zero bu

after an earlier che Non-determinism in STP and C AP1 #218

@ ccntar openeton Dec 2, 2015

< Code @lssues 3 I Pullrequests 1 G Agents O Discussions  © Actions More ~

Avamis Romero (arscamos) opened 2 pr—
‘ X Using KLEE, we found a crash bug in 57| () ccadar opened on May 25, 2016 Contbutor -

The bug s reported a Kee/kiee#308, buf @ msoos

Versions: 5.1.0 (Microsoft.73.5.1.0.nupkg
through
LIE command interpreter. Not tried with

Hi, were trying to understand the sources of non-determinis in STP. More exactly is
it enough to use the *~seed” option to get STP to execute deterministically on a Labels

certain query? D o
- Type

 query s vatidity, Tnserud
(set-Logic 05_r0) {set-toute o_AFaY Related to hi APl for the "-seed"
(declare-const a8 Bool) (declare-coi (declare-fun unnamed () (Array (_ B! Would it be possible to add this? Toee
(dectare-conat <0 Bool) (doclar-cor  (sssert (let ( (781 (concet (selec] Soune
(seclare-const x4 Gool) (deolare-car  (check-sat) P
(seclare-const y eool) (o) issue)
(assert (( at-most 1) 20 al a2 a3 ¢ i FAIL -- Elapsed: 1.208236¢-01 ) Projects.
(assert (or 0 <1 x2 3 x4 x6 16 7§ Failure reason: SOLVER PROCESS ) e
(assert ((_ at-most 1) x0 x1 x2 x3 Thanks! Noproj
(assert (or 20 x1 0 2 x4 x6 7 (i 4 CS—
(check-cat) Milestone
(get-consequences (x5) (y)) This doesn't crash STP from the comman  ©.
(check-sat-assuning (x5 y)) KLEE, the following error trace is produce No milestone
N rgov on May 25, 2016 Member +++  Relationships.
T st s st @ 19O ’
Expected: get-conssuences retums s srrars ST Error: SycanstEvaluator:( Noneyet
at-most-one makes x0-x4, x6 and x7 falst © lbLLVA-3.4.50.1 hi
1 liblwaso L etc JS—
ual: get-consequences returns sat |\ b eyl ki articular host?
Actuet: @ “ s 3 be.sos oozbabcebbn Nobranches o pullrequests
sat-assuming (46 ) is unsat 3 ibesas oucnemzboseobnal | stien Cadar motiications@github
e oxenenzmabostut| 1 25 May 2016, at 15:51, Cristan Cadar notfcations@github.com wrote:
The consequence s reported ifanyont s ilee exetonooenssen Notifications customae
e eronoeseeeas| || Hi,were trying to understand the Sources of non-determinism in STP Mor —
« remove the first (eneck-sat) o e crosonooocossas] | exacly, is L enough o se the seect option (o get STP o exccute 2
+ remove the unrelated ((_ at-nost 1 9 Klee 4000000080559 deterministically on a certain query?

Voure no:recehing noificatons from his

Related to his, 10 C API for the "~seed"
Would it be possible to add this?

|

B
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Versions: 5.1.0 (Microsoft.73.5.1.0.nupkg
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Q) swisn-

< Code (@ Issues 9 11 Pullreqy

Division by zero bu
@ ccadar opened on Dec 2, 2015

Using KLEE, we found a crash bug in STP
The bug i reported at klee/klee#308, buf

LIE command interpreter. Not tried with

(assert (or ¥ x1 %2 x3 x8 %6 X7 (0
(check-sat)

(get-consequences (x5) (v))
(chock-sat-assuming (x5 ¥))

| —

Expected:
atmost.one makes x0-x4, 16 and x7 falst

: get-consequences returms ss
Actual: got-consequences returns sat |
sat-assuming (x5 ) s unsat

The consequence is reported if any on¢

« remove the first (check-sat)
+ remove the unrelated ((_ at-most 1

y 6 - Type: valisity, Tnstrul
(set-logic oF_avray )

(dectare-fun unnaned () (Array (_ 81

(assert (let ( (781 (concat (selec|
(check-sat)

0

FAIL - Elapseo: 12082380 01

Failure reaon: SOLVER PROCESS

| —
This doesn't crash STP from the comman

KLEE, the following error trace is produce

Fatal Error: SvConstEvaluator divis.
errar: ST Error: Svconstevaluator:|
UIbLLVA-3.4.50.1 6x09062babes4S1{

L UbLLW-3.4.20,1 Cxeo0ezbebcsdsel
2 Vibpthread.s0.0. 0:00007bbest7S:
3 ibe.so oxcacnzboncebos
4 libc.sols oxcacnzbabcsod
5 Koo —
& ke excacassacnass
7 Klee oxcaono600905a7
o ke excacascacassas
9 Klee oxcaonesaonosas
10 Kiee oxoacaocacaoss:
11 ke oxcacnasacnes.s
12 Klee |

+- o n o oe@

a8 -

= Q) wiwe

© Code @ lssues 9 [1 Pullreq

Non-determinism i

@ ceadar opened on May 25,2016

Hi, were trying to understand the source
it enough to use the "~seed" option fo g¢
certain query?

Related to this,there scems to be no C Al
Would it be possible to add this?

(adding @andreamattaveli and @Mart|
issue)

Thanks!

]

@ vovon vay 25,2016

Do you want the same seed on multple |
operating systems, etc) to result n ident
particular host?

On 25 May 2016, at 15:51, Cristian Cad|
Hi, were trying to understand the sou
exactl, i it enough to use the "~seed
deterministically on a certain query?

Related to this, there seems (o be no
Would it be possible to add this?

(2dding @andreamattavelli and @Mz

+-0ona8o@

a 8- &

+- o nago@

Re: [klee-dev] Reproduce solver time-out cases (% summarize this email

On 13/09/2025 23:16, Jie wrote:
> Dear KLEE Team,
>
>
>
> I'm writing to ask about time-out queries generated by KLEE. I'm trying
> to identify program paths that cause the solver to time out. To dump the
> queries, | used the latest KLEE master branch with the following command:
>
> Ikee —search=fs -posix-runtime —-rite-kqueries —ibc=ucibc
> =10s time=600s lua.bc A -sym-fles 1 40|
>

> Here is the output | received, which is associated to test000002
> (confirmed by the test000002.solverer).

>
> |KLEE: ERROR: Istring.c:197: Query timed out (resolve).|

>
> When | run Kleaver to reproduce the timeout, I get a SAT result instead.
> My exact command is below.

>

> |kleaver Iver-ti
>

=10s /tmp/out/Iua-ttt/test000002 kquery|
>

>

> I've searched the email archive but couldn't find relevant answers to my

> question. Could you please let me know how KLEE handles dumping queries
> on solver time-outs? Am I missing any options or settings? Thank you for

> your help.



Heisenbugs?

(assert (let ( (?B1 (concat (select wunnamed (_ bvl 32) ) (select wunnamed (
(check-sat)

(exit)

; FAIL -- Elapsed: 1.298230e-01

5 Failure reason: SOLVER PROCESS INTERRUPTED

{ »

W CE N e R I R I CTU R G ERGT I ERGERE, but when the query is constructed in

KLEE, the following error trace is produced:

Fatal Error: BVConstEvaluator:division by zero error LI;I
error: STP Error: BVConstEvaluator:division by zero error
@ libLLVM-3.4.50.1 0x00002b0bc545fB42 1lvm::sys::PrintStackTrace(_IO_FILE*)

> Here is the output | received, which is associated to test000002

> (confirmed by the test000002.solver.err).

>

> |KLEE: ERROR: Istring.c:197: Query timed out (resolve).|

>

BWhen | run kleaver to reproduce the timeout, | get a SAT result instead |
> My exact command is below.

>

> |kleaver --max-solver-time=10s /tmp/out/lua-ttt/test000002.kquery|

>




EAR: ExAct Reproducer

A dynamic tracer for call sequence observability

ﬁ arbitrary
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calls target
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>
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EAR Interceptor

Produces human-readable call traces

Function Return Intercepted ===

Function: vc_push

Return type: void

--- Argument State at Return ---

Argument count: 1

Argument types: ptr

Arguments (dereferenced at return):
<0> (ptr) = ptr_873628

Function Call Intercepted

Function: vc_bvConstExprFromInt

Argument types: ptr, i32, i32

Arguments (with recursive dereferencing):
<0> (ptr) = ptr_873628
<1> (i32) = 32 (0x20)
<2> (i32)

Function Return Intercepted ===
Function: vc_bvConstExprFromInt
Return value: ptr_2946929 (FIRST SEEN)
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EAR Reproducer

Reverse Engineered Standalone Client
® Test case reduction

® Standalone reproducer

Expr ptr_2945627 = vc_readExpr (ptr_873628, ptr_2878899_1, ptr_2945624_2);

Expr ptr_2934112_38 = vc_bvConstExprFromInt (ptr_873628, 32, 41);

vc_push (ptr_873628);

Expr ptr_2946929 = vc_bvConstExprFromInt (ptr_873628, 32, 0);

Expr ptr_2936572_725 = vc_bvConstExprFromInt (ptr_873628, 32, 72);

Expr ptr_2940972_42 = vc_readExpr(ptr_873628, ptr_2878899_1, ptr_2936572_725);
vc_DeleteExpr (ptr_2936572_725);
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Division by zero bug #206 “
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Aosinees
9 ccacaropencaon Decz, 2015 Contuor | A8
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Using KLE,we founda crash bug inSTP ettt the way i handies diviin b zero
The bug is reported at klee/klee#308, but I repeat it below. Labels
Nolbes
inSMT2 ormar,
=
|y - Tye: vatiity, Tostuctians: 83 o
(set-logic QF_AUFBV ) Notype
Gncinrectun ioaned ) (heray (_ Bivec 52) (_ v
(st (1ot ( (o (Gt (seleet nnsmed (bt 32 ) (tetect umnames (| projcs
(e sty
e Nogros
[ —
. Falture ressn: soLvER PRoesS HTERRUPTED e
— + | Nomiesons
i doesrcash STP o the commare ine, ut whe the ey s consrucedin
KLE,th folowing errr tace i roducecs
Noneyex
st s et iisin by o e 9] | sersormen
o PrintstackTrace(_T0_FILE") | o branches or pull equests
:
:
3 libe 2bobeebbocc? gsignal + 57 Notifications Customize
D lbeles  oamesonmmmines ot - o2
S b orseasosooteriss B susaoe
s b 5000007 191 FALRIEFTOF(SAT SONE™) * 55| oy s recnng nsations fom s
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Db
i e saw

https://github.com/stp/stp/issues/206
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EAR Interceptor
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Case Study: STP Crash
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Case Study: STP Crash

int b, a, g;
int *c = &b, *d = &b, *f = &a;
int safe_div_func_uint16_t_u_u(short pl, int p2) { return p2 == 0 ? pl

int main() {
klee_make_symbolic(&b, sizeof b);
if (safe_div_func_uinti16_t_u_u(*c, 0))
*f = (int)&b % *c;
safe_div_func_uintl6_t_u_u(a && g, *d);
}

Fatal Error: BVConstEvaluator:division by zero error

:p2; }

12



Case Study: STP Crash

; Query 6 -- Type: Validity, Instructions: 83
(set-logic QF_AUFBV )
(declare-fun unnamed () (Array (_ BitVec 32) (_ BitVec 8) ) )
(assert
(let ((7?B1 (concat (select unnamed (_ bvl 32))
(select unnamed (_ bv0 32)))))
(let ((?B2 (concat (select unnamed (_ bv3 32))
(concat (select unnamed (_ bv2 32)) 7B1))))
(and (and (= false (= (_ bv0 32) 7B2))
(= false (= (_ bv0 16) ?7B1)))
(= (_ bv0 32) (bvsrem (_ bv16864560 32) 7B2))))))
(check-sat)
(exit)
; FAIL -- Elapsed: 1.298230e-01
Failure reason: SOLVER PROCESS INTERRUPTED

B

STP’s command line: sat. Through the C API: sat. No crash.

13
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execution log
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Case Study: STP Crash

Traced: 87 STP API calls KLEE made
ptr_34769 = 16864560, ptr_9669 = 7B2, ptr_29485 = the validity checker

=== Function Call Intercepted ===
Function: vc_sbvRemExpr
Return type: ptr
/7 ...
<2> (ptr) = ptr_34769 -> (UNCHANGED)
<3> (ptr) = ptr_9669 ~-> (UNCHANGED)

Function Return Intercepted
Function: vc_notExpr
Return value: ptr_34803 (FIRST SEEN) (alloc size: 8)
--- Argument State at Return ---
Argument count: 2
Argument types: ptr, ptr
Arguments (dereferenced at return):
<0> (ptr) = ptr_29485 -> (UNCHANGED)
<1> (ptr) = ptr_29736 -> (UNCHANGED)

/7 ...

=== Function Call Intercepted ===

Function: vc_query

Return type: i32

Arguments (with recursive dereferencing):
<0> (ptr) = ptr_29485 -> (UNCHANGED)
<1> (ptr) = ptr_34803 -> (UNCHANGED)

// EOF

15
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o per_zonos e createValiaitytnecker);

pe ve_buType(ptr_29485, 32)
wp. e 2015 v buType (pr_29485,
Type ptr_34256 = ve_arrayType(ptr_29485, ptr_9, ptr_29819);
char ptr_34261(8];
strncpy(ptr_34261, "unnaned”, 8);
Expr ptr_969 = ve varExpr(ptr 29485, ptr 34261, pr_34256);
ve_push(ptr_29485);

7048 = nalloc(sizeof (char) » 17);

strncpy(pir_7048, "0000000000000000", 17);
Expr ptr_34265 = ve_bvConstExprFronStr (ptr_29485, ptr_7048);
chare ptr_29454 = malloc(sizeof (char) * 33);

443 = ve_xendExpr (pir. 20455, pLr.069, ptr_34266)
char« ptr_34267 = malloc(sizeof (ch 33);
strncpy(pir_34267, "00000000000000000000000000000000" , 33);
Expr ptr_34271 = vc_bvConstExprFronStr (ptr_29485, pir_34267);

33);
Strmepy or 343671, ~00000000000000000000000000000000° , 33)
Expr ptr_11035 = ve_bvConstExprFronStr (ptr_29485, ptr_34267_1);

strncpy(per_34267_2, "00000001000000010101010100110000", 33);

xpr PET94200 < v biConstExprEranSer (pie 29495, pur 20720

strncpy (per_34267_4, "00000000000000000000000000000010" , 33);
Expr ptr_34296 = vc buConstExprFronst (pir_29485, ptr_34267_4);
Expr ptx_22266 - vo_readExpr (pir_29485, pir_969, pir_34296);
chare ptr_342675 = malloc(sizeof (char) + 33);

strnopy (pir_34267_5, "00000000000000000000000000000001" , 33);
Bxpr pte 22124 - Ve buConstEsprFronSts pir 20485, pix 34267 ©);
Expr ptx_216 = ve_readExpr (pur_29485, pur_369, pir.22124);
char+ ptr_34267_6 = malloc(sizeof (char) * 33);

strncpy (piz_34267_6, "00000000000000000000000000000000" , 33);
Expr ptr_218 = ve_bvConstExprFronStr (pur_29485, pur_34267_6);

E
i

2);
Expr ptr_34306 = ve_sbvRenExpr (ptr_23485, 32, ptr_34288, pir_34303);

Case Study: STP Crash

Reproduced: the trace as a standalone C program with 87 calls

Expr ptr. 24489 = ve-oqfapr (pLr. 29485 pr. 11035, pir.34306);

ve_assertFormula(ptr_29485, ptr_34489);

chare ptr_34267_7 = mal Soctsieeot (chats +

strncpy (ptr_34267_7, "oouuaooouoaooouoaooouoaooonouooo“v 33);
485, prr_34267.7);

o
Stncpy (pin.34557_5, ~00000000050000000000000000000011", 33);
Bxpr pir. 34582 - Ve bvConstExprPonstr (prr. 2045, prr_ 26”8
PUr_8558 = ve_readExpr(ptr_29485, pir_969, pir_34562);
char+ ptr_34267_9 = malloc(sizeof (char) * 33);
strncpy (pir_34267_9, "00000000000000000000000000000010" , 33);
Expr ptx_8560 = vo_bvConstExprFronStr (por_29485, por_34267_9);
(ptr_20485, pir_969, ptr_8560);
alloc(sizeot (char) * 33);
ey pra 3475710, H00000000000000000000000000000001%, 53
Expr ptr_34685 = vo_bvConstExprFronStr (pir_29485, pir_34267_10);
Bape pie 8561 = ve_FandExpr(ptr. 0485, pur 960, pr_S45e5);
chars ptr_34267_11 = malloc(sizeof (char) * 33);
strncpy(pir_34267_11, "00000000000000000000000000000000" , 33);
Expr ptr_34586 = vo_buConstExprFronStr (pir_29485, pir_34267_11);
Expr ptr_34587 = ve_readExpr (ptr_20485, ptr 969, ptr_34586);
Expr pur 34588 - ve_bvConcutErpe (pir. 09485, pur G661, pir.4587)
Ex
Ex
Ex

Pr ptr_34589 = v bvConcatExpr (ptr 29485, pr_ 29696, ptr_34588)
Pr PLe-29600 - v buConcatExpr (e 29485, Pz G569, ptr 3456
pr ptr_8564 SqExpr (ptr_29485, ptr_34277, ptr_29699:
e query (pez. 20485, per 65647 1/0. (Ox0)
ve_pop(ptr_20485) ;
ve_push(ptr_29485) ;
chars ptr_38366 = malloc(sizeof (char) + 17);
Curnepy(pix.30368, "0000000000000000" , 17):
Expr pr.36369 = ve_puConstExprTronStr (7L 29485, por36366)5
chare ptr_2155 = malloc(sizeof (ch: 33);
utrncpy(ptr 2155, ooonuocoonooooonooooonooooono1" 33);
Exps

0

r_38366_1 = ve_bvConstExprFronStr (ptr_29485, ptr_2155);
Expr prr 20970 = vc read&{pr(pcl Do, P69, per5a366.1);
chare ptr_2155_1 = malloc(size

ve_assertFornula(pir 29485, ptr 7838
chars ptr_2155_2 = malloc(sizeof (char) + 33);
strncpy(ptr_2155_2, "00000000000000000000000000000000" , 33);
Bipr pir. 1144 = ve.bvConstBpreoaSer (pir. 29485, ptr.2185.2);
chare ptr_2155_3 = malloc(sizeof

strncpy (pir_2155.3, R 000000010000001011010100110000%, 53);
Expr ptr_34769 = ve_bvConstExprFronStr (ptr_29485, ptr_2185.3);

charx ptr 21554 = malloc(sizaof (char) + 33);
strncpy (pir_2155_4, "00000000000000000000000000000011", 33);
Expr ptx_20015 = ve_buConstExprFronSur (ptx. 29485, pur. 2155 4);
Expr ptx_34723 = ve_readExpr (ptr_29485, ptr_969, ptr_20015);
chars pr_2155.5 = malloc(sizeot (char) * 33);
strncpy (pir_2165.5, "00000000000000000000000000000010°, 33);
Expr pux_29679 = ve_buConstExprFronSur (ptr_29485, pur.2155.6) ;
Bxpr pir_ 38571 = v xodEspr (piz 20485, Pt 969, ptr.29675);
chars ptr_2185_6 = malloc(sizaot
ernepy rin 21565, ~000000000000000000000000GH0001" , 337
Expr pur_32759 = ve_buConstExprFronSur (ptr_29435, pur.2155.6)
Expr pix 34601 - vc_roadiopr (i 29485, ptr 969, pir 2150);
chare ptr_2155_7 = malloc(sizaof (char) + 33);
strncpy (pir 21657, *G0000000000000000000000000000000" . 33)
x 29676 = ve_buConstExprFrons| 435, px. 2155 7
"< readEape (pur 29485, pLr 969, pir 2967631
Ve bcaneatEvpe pur 20455, per.Sh601, pre sasom);
o0

33);

strncpy (pir_2155_8, "00000000000000000000000000000000", 33);
Expr ptr_29686 = ve_bvConstErprFronStr (ptr_29485, pir_2155.8);
chare pur_2155.9 = malloc(sizeof (char. ;
strncpy (pir_2155.9, "oooooooooooooouooooooooooouooo11“ 33);
34586 = ve_buConstExprFronSur (ptr 29485, pur.21559) ;
Expr pir 30361 - ve_sendepe pir 20456, Bz 6, pur S4986);
chars pur_2155_10 = malloc(sizeof (char) + 33);
strnopy (pir_2185_10, "00000000000000000000000000000010" , 33);
Expr ptr_6302 = ve_bvConstExprPromStr (pur_29485, pur_2185_10);

Expr pix 38972 = ve_roadiaprptr. 29485, piz 363, pr_602);
chars pr_2155_11 = malloc(sizeof (char) +
ernepy ren 215511, H0D30000000000000000000600000001, 33
Bxpr pur_35126 = v buConstBxprEronSer pr 29485, pir_2185.11);
Expr ptx_290 = ve_readExpr (ptr_29485, pur._369, pir_35126);
Chace piE 215515 = malloc (sizaot (haz) + 39
strnopy (pir_2155.12, "00000000000000000000000000000000" , 33);

Expr ptx 29667 = vc_readExpr (ptr_29485, ptr_969, pur_29666
Expr ptr_29689 = ve_bvConcatExpr (ptr_20485, pr_290, pur_29667):
Expr ptr_29690 = v_byConcatExpr (ptr_29485, ptr 38972, pir_29639);
Expr ptr_34945 = ve_bvConcatExpr (ptr_29485, ptr 30351, ptr_29690)
Bxpr ptr 29736 = vo_eqEapr (i 20485, pr 10886, pur 349455

Expr pix 34803 = ve_nottapr(ptz_29485, prr2973);

Ve query (pt_ 29485, ptr_34803); // naver returned in the traced run
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Case Study: STP Crash

CReduce-d to 36 calls, the same abort at the same place

#include <stdlib.h> Expr aa = vc_bvConstExprFromStr(a, au);
#include <stp/c_interface.h> Expr ab = vc_readExpr(a, f, aa);
#include <string.h> Expr ac = vc_bvConcatExpr(a, s, ab);
int main() { Expr t = vc_bvConcatExpr(a, p, ac);
VC a = vc_createValidityChecker(); Expr u = vc_bvConcatExpr(a, at, t);
Type b = vc_bvType(a, 32); Expr v = vc_sbvRemExpr(a, 32, k, u);
Type ¢ = vc_bvType(a, 8); Expr w = vc_eqExpr(a, i, v);
Type d = vc_arrayType(a, b, ¢); vc_assertFormula(a, w);
char e[8]; strncpy(x, "00000000000000000000000000000000", 33) ;
strncpy(e, "", 8); Expr y = vc_bvConstExprFromStr(a, x);
Expr f = vc_varExpr(a, e, d); strncpy(z, "00000000000000000000000000000011", 33);
char *g = malloc(33), *j = malloc(33), *1 = malloc(33), Expr ad = vc_bvConstExprFromStr(a, z);
*#n = malloc(33), *q = malloc(83), *au = malloc(33), Expr ae = vc_readExpr(a, f, ad);
*x = malloc(33), *z = malloc(33), *af = malloc(33), strncpy(af, "00000000000000000000000000000010", 33);
*ai = malloc(33), *al = malloc(33); Expr ag = vc_bvConstExprFromStr(a, af);
strancpy (g, "00000000000000000000000000000000", 33) ; Expr ah = vc_readExpr(a, f, ag);
Expr i = vc_bvConstExprFromStr(a, g); strncpy(ai, "00000000000000000000000000000001", 33);
strncpy(j, "00000001000000010101010100110000", 33); Expr aj = vc vaonstExerromStr(a ai);
Expr k = vc_bvConstExprFromStr(a, j); Expr ak = vc_readExpr(a, f, aj);
strncpy (1, "00000000000000000000000000000011", 33); strncpy(al, "00000000000000000000000000000000", 33);
Expr m = vc_bvConstExprFromStr(a, 1); Expr am = vc_bvConstExprFromStr(a, al);
Expr at = vc_readExpr(a, £, m); Expr an = vc_readExpr(a, f, am);
strncpy(n, "0OOOO000000000000000000000000010" 33); Expr ao = vc_bvConcatExpr(a, ak, an);
Expr o = vc_bvConstExprFromStr(a, n); Expr ap = vc_bvConcatExpr(a, ah, ao);
Expr p = vc_readExpr(a, f, 0); Expr aq = vc_bvConcatExpr(a, ae, ap);
strancpy(q, "00000000000000000000000000000001", 33); Expr ar = vc_eqExpr(a, y, aq);
Expr r = vc vaonstExerromStr(a Q) Expr as = vc_notExpr(a, ar);
Expr s = vc_readExpr(a, f, r); vc_query(a, as);
strancpy(au, "00000000000000000000000000000000", 33) ; ¥
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Summary

IMPERIAL @ e

EAR: TESTING AND DEBUGGING LIBRARIES

e EAR: an API call tracer
® Extracts standalone library bug reproducer

® Analyze problematic call patterns
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