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Solvers Can Behave Unexpectedly
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Heisenbugs?
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EAR Interceptor

Produces human-readable call traces
...
=== Function Return Intercepted ===
Function : vc_push
Return type: void
--- Argument State at Return ---
Argument count : 1
Argument types : ptr
Arguments ( dereferenced at return ):

<0> (ptr) = ptr_873628
===================================
=== Function Call Intercepted ===
Function : vc_bvConstExprFromInt
Argument types : ptr , i32 , i32
Arguments (with recursive dereferencing ):

<0> (ptr) = ptr_873628
<1> (i32) = 32 (0 x20)
<2> (i32) = 0 (0 x0)

================================
=== Function Return Intercepted ===
Function : vc_bvConstExprFromInt
Return value : ptr_2946929 ( FIRST SEEN)
...
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EAR Reproducer

Reverse Engineered Standalone Client
• Test case reduction
• Standalone reproducer

...
Expr ptr_2945627 = vc_readExpr ( ptr_873628 , ptr_2878899_1 , ptr_2945624_2 );
Expr ptr_2934112_38 = vc_bvConstExprFromInt ( ptr_873628 , 32, 41);
vc_push ( ptr_873628 );
Expr ptr_2946929 = vc_bvConstExprFromInt ( ptr_873628 , 32, 0);
Expr ptr_2936572_725 = vc_bvConstExprFromInt ( ptr_873628 , 32, 72);
Expr ptr_2940972_42 = vc_readExpr ( ptr_873628 , ptr_2878899_1 , ptr_2936572_725 );
vc_DeleteExpr ( ptr_2936572_725 );
...
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Case Study: STP Crash

https://github.com/stp/stp/issues/206
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Case Study: STP Crash

int b, a, g;
int *c = &b, *d = &b, *f = &a;
int safe_div_func_uint16_t_u_u(short p1, int p2) { return p2 == 0 ? p1 : p2; }

int main() {
klee_make_symbolic(&b, sizeof b);
if (safe_div_func_uint16_t_u_u(*c, 0))

*f = (int)&b % *c;
safe_div_func_uint16_t_u_u(a && g, *d);

}

Fatal Error: BVConstEvaluator:division by zero error
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Case Study: STP Crash

; Query 6 -- Type: Validity, Instructions: 83
(set-logic QF_AUFBV )
(declare-fun unnamed () (Array (_ BitVec 32) (_ BitVec 8) ) )
(assert

(let ((?B1 (concat (select unnamed (_ bv1 32))
(select unnamed (_ bv0 32)))))

(let ((?B2 (concat (select unnamed (_ bv3 32))
(concat (select unnamed (_ bv2 32)) ?B1))))

(and (and (= false (= (_ bv0 32) ?B2))
(= false (= (_ bv0 16) ?B1)))

(= (_ bv0 32) (bvsrem (_ bv16864560 32) ?B2))))))
(check-sat)
(exit)
; FAIL -- Elapsed: 1.298230e-01
; Failure reason: SOLVER PROCESS INTERRUPTED

STP’s command line: sat. Through the C API: sat. No crash.
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Case Study: STP Crash
Traced: 87 STP API calls KLEE made
ptr_34769 = 16864560, ptr_9669 = ?B2, ptr_29485 = the validity checker
=== Function Call Intercepted ===
Function: vc_sbvRemExpr
Return type: ptr
// ...

<2> (ptr) = ptr_34769 -> (UNCHANGED)
<3> (ptr) = ptr_9669 -> (UNCHANGED)

================================
// ...
=== Function Return Intercepted ===
Function: vc_notExpr
Return value: ptr_34803 (FIRST SEEN) (alloc size: 8)
--- Argument State at Return ---
Argument count: 2
Argument types: ptr, ptr
Arguments (dereferenced at return):

<0> (ptr) = ptr_29485 -> (UNCHANGED)
<1> (ptr) = ptr_29736 -> (UNCHANGED)

===================================
// ...
=== Function Call Intercepted ===
Function: vc_query
Return type: i32
Arguments (with recursive dereferencing):

<0> (ptr) = ptr_29485 -> (UNCHANGED)
<1> (ptr) = ptr_34803 -> (UNCHANGED)

================================
// EOF 15
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Case Study: STP Crash
Reproduced: the trace as a standalone C program with 87 calls

VC ptr_29485 = vc_createValidityChecker();
Type ptr_9 = vc_bvType(ptr_29485, 32);
Type ptr_29819 = vc_bvType(ptr_29485, 8);
Type ptr_34256 = vc_arrayType(ptr_29485, ptr_9, ptr_29819);
char ptr_34261[8];
strncpy(ptr_34261, "unnamed", 8);
Expr ptr_969 = vc_varExpr(ptr_29485, ptr_34261, ptr_34256);
vc_push(ptr_29485);
char* ptr_7048 = malloc(sizeof(char) * 17);
strncpy(ptr_7048, "0000000000000000", 17);
Expr ptr_34265 = vc_bvConstExprFromStr(ptr_29485, ptr_7048);
char* ptr_29454 = malloc(sizeof(char) * 33);
strncpy(ptr_29454, "00000000000000000000000000000001", 33);
Expr ptr_34266 = vc_bvConstExprFromStr(ptr_29485, ptr_29454);
Expr ptr_29443 = vc_readExpr(ptr_29485, ptr_969, ptr_34266);
char* ptr_34267 = malloc(sizeof(char) * 33);
strncpy(ptr_34267, "00000000000000000000000000000000", 33);
Expr ptr_34271 = vc_bvConstExprFromStr(ptr_29485, ptr_34267);
Expr ptr_7938 = vc_readExpr(ptr_29485, ptr_969, ptr_34271);
Expr ptr_3 = vc_bvConcatExpr(ptr_29485, ptr_29443, ptr_7938);
Expr ptr_7019 = vc_eqExpr(ptr_29485, ptr_34265, ptr_3);
Expr ptr_34276 = vc_notExpr(ptr_29485, ptr_7019);
vc_assertFormula(ptr_29485, ptr_34276);
char* ptr_34267_1 = malloc(sizeof(char) * 33);
strncpy(ptr_34267_1, "00000000000000000000000000000000", 33);
Expr ptr_11035 = vc_bvConstExprFromStr(ptr_29485, ptr_34267_1);
char* ptr_34267_2 = malloc(sizeof(char) * 33);
strncpy(ptr_34267_2, "00000001000000010101010100110000", 33);
Expr ptr_34288 = vc_bvConstExprFromStr(ptr_29485, ptr_34267_2);
char* ptr_34267_3 = malloc(sizeof(char) * 33);
strncpy(ptr_34267_3, "00000000000000000000000000000011", 33);
Expr ptr_29441 = vc_bvConstExprFromStr(ptr_29485, ptr_34267_3);
Expr ptr_34290 = vc_readExpr(ptr_29485, ptr_969, ptr_29441);
char* ptr_34267_4 = malloc(sizeof(char) * 33);
strncpy(ptr_34267_4, "00000000000000000000000000000010", 33);
Expr ptr_34296 = vc_bvConstExprFromStr(ptr_29485, ptr_34267_4);
Expr ptr_22266 = vc_readExpr(ptr_29485, ptr_969, ptr_34296);
char* ptr_34267_5 = malloc(sizeof(char) * 33);
strncpy(ptr_34267_5, "00000000000000000000000000000001", 33);
Expr ptr_22124 = vc_bvConstExprFromStr(ptr_29485, ptr_34267_5);
Expr ptr_216 = vc_readExpr(ptr_29485, ptr_969, ptr_22124);
char* ptr_34267_6 = malloc(sizeof(char) * 33);
strncpy(ptr_34267_6, "00000000000000000000000000000000", 33);
Expr ptr_218 = vc_bvConstExprFromStr(ptr_29485, ptr_34267_6);
Expr ptr_219 = vc_readExpr(ptr_29485, ptr_969, ptr_218);
Expr ptr_34301 = vc_bvConcatExpr(ptr_29485, ptr_216, ptr_219);
Expr ptr_6102 = vc_bvConcatExpr(ptr_29485, ptr_22266, ptr_34301);
Expr ptr_34303 = vc_bvConcatExpr(ptr_29485, ptr_34290, ptr_6102);
Expr ptr_34306 = vc_sbvRemExpr(ptr_29485, 32, ptr_34288, ptr_34303);

Expr ptr_34489 = vc_eqExpr(ptr_29485, ptr_11035, ptr_34306);
vc_assertFormula(ptr_29485, ptr_34489);
char* ptr_34267_7 = malloc(sizeof(char) * 33);
strncpy(ptr_34267_7, "00000000000000000000000000000000", 33);
Expr ptr_34277 = vc_bvConstExprFromStr(ptr_29485, ptr_34267_7);
char* ptr_34267_8 = malloc(sizeof(char) * 33);
strncpy(ptr_34267_8, "00000000000000000000000000000011", 33);
Expr ptr_34582 = vc_bvConstExprFromStr(ptr_29485, ptr_34267_8);
Expr ptr_8558 = vc_readExpr(ptr_29485, ptr_969, ptr_34582);
char* ptr_34267_9 = malloc(sizeof(char) * 33);
strncpy(ptr_34267_9, "00000000000000000000000000000010", 33);
Expr ptr_8560 = vc_bvConstExprFromStr(ptr_29485, ptr_34267_9);
Expr ptr_29696 = vc_readExpr(ptr_29485, ptr_969, ptr_8560);
char* ptr_34267_10 = malloc(sizeof(char) * 33);
strncpy(ptr_34267_10, "00000000000000000000000000000001", 33);
Expr ptr_34585 = vc_bvConstExprFromStr(ptr_29485, ptr_34267_10);
Expr ptr_8561 = vc_readExpr(ptr_29485, ptr_969, ptr_34585);
char* ptr_34267_11 = malloc(sizeof(char) * 33);
strncpy(ptr_34267_11, "00000000000000000000000000000000", 33);
Expr ptr_34586 = vc_bvConstExprFromStr(ptr_29485, ptr_34267_11);
Expr ptr_34587 = vc_readExpr(ptr_29485, ptr_969, ptr_34586);
Expr ptr_34588 = vc_bvConcatExpr(ptr_29485, ptr_8561, ptr_34587);
Expr ptr_34589 = vc_bvConcatExpr(ptr_29485, ptr_29696, ptr_34588);
Expr ptr_29699 = vc_bvConcatExpr(ptr_29485, ptr_8558, ptr_34589);
Expr ptr_8564 = vc_eqExpr(ptr_29485, ptr_34277, ptr_29699);
vc_query(ptr_29485, ptr_8564); //0 (0x0)
vc_pop(ptr_29485);
vc_push(ptr_29485);
char* ptr_38366 = malloc(sizeof(char) * 17);
strncpy(ptr_38366, "0000000000000000", 17);
Expr ptr_38369 = vc_bvConstExprFromStr(ptr_29485, ptr_38366);
char* ptr_2155 = malloc(sizeof(char) * 33);
strncpy(ptr_2155, "00000000000000000000000000000001", 33);
Expr ptr_38366_1 = vc_bvConstExprFromStr(ptr_29485, ptr_2155);
Expr ptr_38970 = vc_readExpr(ptr_29485, ptr_969, ptr_38366_1);
char* ptr_2155_1 = malloc(sizeof(char) * 33);
strncpy(ptr_2155_1, "00000000000000000000000000000000", 33);
Expr ptr_3987 = vc_bvConstExprFromStr(ptr_29485, ptr_2155_1);
Expr ptr_29702 = vc_readExpr(ptr_29485, ptr_969, ptr_3987);
Expr ptr_29747 = vc_bvConcatExpr(ptr_29485, ptr_38970, ptr_29702);
Expr ptr_22115 = vc_eqExpr(ptr_29485, ptr_38369, ptr_29747);
Expr ptr_7838 = vc_notExpr(ptr_29485, ptr_22115);
vc_assertFormula(ptr_29485, ptr_7838);
char* ptr_2155_2 = malloc(sizeof(char) * 33);
strncpy(ptr_2155_2, "00000000000000000000000000000000", 33);
Expr ptr_1144 = vc_bvConstExprFromStr(ptr_29485, ptr_2155_2);
char* ptr_2155_3 = malloc(sizeof(char) * 33);
strncpy(ptr_2155_3, "00000001000000010101010100110000", 33);
Expr ptr_34769 = vc_bvConstExprFromStr(ptr_29485, ptr_2155_3);

char* ptr_2155_4 = malloc(sizeof(char) * 33);
strncpy(ptr_2155_4, "00000000000000000000000000000011", 33);
Expr ptr_20015 = vc_bvConstExprFromStr(ptr_29485, ptr_2155_4);
Expr ptr_34723 = vc_readExpr(ptr_29485, ptr_969, ptr_20015);
char* ptr_2155_5 = malloc(sizeof(char) * 33);
strncpy(ptr_2155_5, "00000000000000000000000000000010", 33);
Expr ptr_29679 = vc_bvConstExprFromStr(ptr_29485, ptr_2155_5);
Expr ptr_38971 = vc_readExpr(ptr_29485, ptr_969, ptr_29679);
char* ptr_2155_6 = malloc(sizeof(char) * 33);
strncpy(ptr_2155_6, "00000000000000000000000000000001", 33);
Expr ptr_32759 = vc_bvConstExprFromStr(ptr_29485, ptr_2155_6);
Expr ptr_34601 = vc_readExpr(ptr_29485, ptr_969, ptr_32759);
char* ptr_2155_7 = malloc(sizeof(char) * 33);
strncpy(ptr_2155_7, "00000000000000000000000000000000", 33);
Expr ptr_29676 = vc_bvConstExprFromStr(ptr_29485, ptr_2155_7);
Expr ptr_34599 = vc_readExpr(ptr_29485, ptr_969, ptr_29676);
Expr ptr_34609 = vc_bvConcatExpr(ptr_29485, ptr_34601, ptr_34599);
Expr ptr_13 = vc_bvConcatExpr(ptr_29485, ptr_38971, ptr_34609);
Expr ptr_9669 = vc_bvConcatExpr(ptr_29485, ptr_34723, ptr_13);
Expr ptr_29433 = vc_sbvRemExpr(ptr_29485, 32, ptr_34769, ptr_9669);
Expr ptr_30349 = vc_eqExpr(ptr_29485, ptr_1144, ptr_29433);
vc_assertFormula(ptr_29485, ptr_30349);
char* ptr_2155_8 = malloc(sizeof(char) * 33);
strncpy(ptr_2155_8, "00000000000000000000000000000000", 33);
Expr ptr_29886 = vc_bvConstExprFromStr(ptr_29485, ptr_2155_8);
char* ptr_2155_9 = malloc(sizeof(char) * 33);
strncpy(ptr_2155_9, "00000000000000000000000000000011", 33);
Expr ptr_34986 = vc_bvConstExprFromStr(ptr_29485, ptr_2155_9);
Expr ptr_30351 = vc_readExpr(ptr_29485, ptr_969, ptr_34986);
char* ptr_2155_10 = malloc(sizeof(char) * 33);
strncpy(ptr_2155_10, "00000000000000000000000000000010", 33);
Expr ptr_6302 = vc_bvConstExprFromStr(ptr_29485, ptr_2155_10);
Expr ptr_38972 = vc_readExpr(ptr_29485, ptr_969, ptr_6302);
char* ptr_2155_11 = malloc(sizeof(char) * 33);
strncpy(ptr_2155_11, "00000000000000000000000000000001", 33);
Expr ptr_35126 = vc_bvConstExprFromStr(ptr_29485, ptr_2155_11);
Expr ptr_290 = vc_readExpr(ptr_29485, ptr_969, ptr_35126);
char* ptr_2155_12 = malloc(sizeof(char) * 33);
strncpy(ptr_2155_12, "00000000000000000000000000000000", 33);
Expr ptr_29666 = vc_bvConstExprFromStr(ptr_29485, ptr_2155_12);
Expr ptr_29667 = vc_readExpr(ptr_29485, ptr_969, ptr_29666);
Expr ptr_29689 = vc_bvConcatExpr(ptr_29485, ptr_290, ptr_29667);
Expr ptr_29690 = vc_bvConcatExpr(ptr_29485, ptr_38972, ptr_29689);
Expr ptr_34945 = vc_bvConcatExpr(ptr_29485, ptr_30351, ptr_29690);
Expr ptr_29736 = vc_eqExpr(ptr_29485, ptr_29886, ptr_34945);
Expr ptr_34803 = vc_notExpr(ptr_29485, ptr_29736);
vc_query(ptr_29485, ptr_34803); // never returned in the traced run
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Case Study: STP Crash
CReduce-d to 36 calls, the same abort at the same place

#include <stdlib.h>
#include <stp/c_interface.h>
#include <string.h>
int main() {

VC a = vc_createValidityChecker();
Type b = vc_bvType(a, 32);
Type c = vc_bvType(a, 8);
Type d = vc_arrayType(a, b, c);
char e[8];
strncpy(e, "", 8);
Expr f = vc_varExpr(a, e, d);
char *g = malloc(33), *j = malloc(33), *l = malloc(33),

*n = malloc(33), *q = malloc(33), *au = malloc(33),
*x = malloc(33), *z = malloc(33), *af = malloc(33),
*ai = malloc(33), *al = malloc(33);

strncpy(g, "00000000000000000000000000000000", 33);
Expr i = vc_bvConstExprFromStr(a, g);
strncpy(j, "00000001000000010101010100110000", 33);
Expr k = vc_bvConstExprFromStr(a, j);
strncpy(l, "00000000000000000000000000000011", 33);
Expr m = vc_bvConstExprFromStr(a, l);
Expr at = vc_readExpr(a, f, m);
strncpy(n, "00000000000000000000000000000010", 33);
Expr o = vc_bvConstExprFromStr(a, n);
Expr p = vc_readExpr(a, f, o);
strncpy(q, "00000000000000000000000000000001", 33);
Expr r = vc_bvConstExprFromStr(a, q);
Expr s = vc_readExpr(a, f, r);
strncpy(au, "00000000000000000000000000000000", 33);

Expr aa = vc_bvConstExprFromStr(a, au);
Expr ab = vc_readExpr(a, f, aa);
Expr ac = vc_bvConcatExpr(a, s, ab);
Expr t = vc_bvConcatExpr(a, p, ac);
Expr u = vc_bvConcatExpr(a, at, t);
Expr v = vc_sbvRemExpr(a, 32, k, u);
Expr w = vc_eqExpr(a, i, v);
vc_assertFormula(a, w);
strncpy(x, "00000000000000000000000000000000", 33);
Expr y = vc_bvConstExprFromStr(a, x);
strncpy(z, "00000000000000000000000000000011", 33);
Expr ad = vc_bvConstExprFromStr(a, z);
Expr ae = vc_readExpr(a, f, ad);
strncpy(af, "00000000000000000000000000000010", 33);
Expr ag = vc_bvConstExprFromStr(a, af);
Expr ah = vc_readExpr(a, f, ag);
strncpy(ai, "00000000000000000000000000000001", 33);
Expr aj = vc_bvConstExprFromStr(a, ai);
Expr ak = vc_readExpr(a, f, aj);
strncpy(al, "00000000000000000000000000000000", 33);
Expr am = vc_bvConstExprFromStr(a, al);
Expr an = vc_readExpr(a, f, am);
Expr ao = vc_bvConcatExpr(a, ak, an);
Expr ap = vc_bvConcatExpr(a, ah, ao);
Expr aq = vc_bvConcatExpr(a, ae, ap);
Expr ar = vc_eqExpr(a, y, aq);
Expr as = vc_notExpr(a, ar);
vc_query(a, as);

}
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Summary

• EAR: an API call tracer
• Extracts standalone library bug reproducer
• Analyze problematic call patterns
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