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Symbolic Execution
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Symbolic Execution

Summaries

contain model

Path Explosion Execution Environment

3

SOFTWARE

KERNEL

HARDWARE



Symbolic Summaries

Simulate
function behaviour by 

manipulating symbolic 

states
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Support for Files in SE Tools
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Support for Files in SE Tools

Tools seek to model file
functions
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Support for Files in SE Tools

Problem: hard to 

implement and validate
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Tools seek to model file
functions



Support for Files in SE Tools
Current Gap

1 Error-prone and complex to 
design

2 The existing summary validation 
tool does not support files
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Support for Files in SE Tools

1 Error-prone and complex to 
design

2 The existing summary validation 
tool does not support files

Bugs can be present in both the 

summary code and the underlying 

file system model

write summary in KLEECurrent Gap
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Support for Files in SE Tools
Previous Work

SumBoundVerify
Bounded validation of symbolic summaries

Tool-independent summaries via a symbolic 

reflection API

Validated 37 summaries of angr, Binsec and 

Manticore: 24 buggy
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Support for Files in SE Tools

Compares the paths of the summary with the paths of a reference implementation

symbolic execution

symbolic execution

bounded

Correctness checks

otherwise: counterexamples
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language perimeter (C) 

Summary ŝ

Reference

implementation s

Previous Work: How SumBoundVerify works



Support for Files in SE Tools

Compares the paths of the summary with the paths of a reference implementation

✗

OS kernel / file system

File functions step outside the language: their 
reference implementation ends in system calls, 

which cannot be executed symbolically
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Previous Work: How SumBoundVerify works

symbolic execution

symbolic execution

bounded

Correctness checks

otherwise: counterexamples

language perimeter (C) 

Summary ŝ

Reference

implementation s



Contributions

1
A symbolic reflection API with support for 

file-system functions
Implemented in angr and KLEE

2
A summary validation tool with support for 

file summaries

libc file test suite

Fuzzing engine

3 An agentic tool for summary generation
Off-the-shelf coding agents

Templates + validation feedback
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Symbolic Reflection API
Extends the SumBoundVerify API with primitives for file-system summaries

Group I  new

File-system operations

__file_open

__file_create

__file_close

__file_read / __file_write

__file_dup / __file_dup2

__file_set_size, ...

Group II  new

Reflection & inspection

__file_size

__file_offset

__file_flags

__file_mode

__file_exists

__get_errno, ...

Group III  from SumBoundVerify

Symbolic reasoning

__sym_var

__assume

__assert

__is_sat / __is_certain

_EQ_, _LT_, _AND_, ...

__concretize

39 primitives

implemented on top of:
angr KLEE
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Validation
Summary correctness properties

Target: over-approximation

Essential for security analyses that aim to guarantee the absence of vulnerabilities
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Over-approximating

Models all concrete paths, 

possibly more

Exact

Models all and only the 

concrete paths

Under-approximating

Models only concrete 

paths, possibly fewer



Validation
Summary correctness properties

Bug: A summary that is neither under- nor over-approximating
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Over-approximating

Models all concrete paths, 

possibly more

Exact

Models all and only the 

concrete paths

Buggy

Misses concrete paths and

models spurious ones

Under-approximating

Models only concrete 

paths, possibly fewer



Validation
Symbolic test suite

127 symbolic tests targeting 

libc file functions

open / close 61 tests

read / write 25 tests

lseek 15 tests

chmod 13 tests

dup / dup2 13 tests

Tests are written with the API primitives, so they run 

on any engine that implements the API

// Write 5 bytes with O_WRONLY should succeed

int main(void) {
char fname[FNAME_SIZE];
int flags = O_WRONLY;

create_symbolic_file_name(fname);
create_test_file(fname);

__assume(__file_exists(fname));

int fd = open(fname, flags, 0644);
__assert(open_succeeds(fd));

ssize_t wret = write(fd, "hello", 5);
__assert(write_all(wret, 5));

cleanup_fd(fd);
return 0;

}
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Validation
Fuzzing file-system summaries

1 Run the summary with symbolic inputs

2 Seed inputs from the summary path 

constraints

3 Fuzz the real function in the real file system

concrete run covered by the summary
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4 Check that the concrete paths satisfy the 

path constraints



Validation
Fuzzing file-system summaries

1 Run the summary with symbolic inputs

2 Seed inputs from the summary path 

constraints

3 Fuzz the real function in the real file system

concrete run covered by the summary

4 Check that the concrete paths satisfy the 

path constraints

Rejected

concrete run outside the summary
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Summary Generation
The generation loop

What the agent gets:

libc docs / Natural Language spec

A description of our API

Examples of correct summaries

Typical summarisation patterns

Our validation tool

Write / refine
the summary

Validate
test suite + fuzzing

Feedback
failing tests, rejected runs

off-the-shelf agents

until validated
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Evaluation
Evaluation questions

EQ1 Can our validation pipeline find issues in existing file summaries?

EQ2 Can our methodology generate “correct” summaries?

EQ3 Do our summaries improve on hand-written summaries?
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Evaluation
EQ1: Can our validation pipeline find issues in existing file summaries?

4
issues found in KLEE’s file 

summaries

Functions:

open read write

All fixed upstream
PRs #1804 and #1825

1 Could write to a file opened as read-only

2 Could read from a file opened as write-only

3
open("A", O_RDONLY) would override 

permissions

4 open calls would silently change permissions
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Evaluation
EQ2: Can our methodology generate “correct” summaries?

Generated summaries (so far):

chmod() close()

dup() lseek()

open() read()

write()

Generated by off-the-shelf coding agents

Example: write() summary

ssize_t summ_write(int fd, const void *buf, size_t count){
int flags = __file_flags(fd);

if (flags == -1 || (flags & O_ACCMODE) == O_RDONLY)
return -1;

size_t n = __maximize(count);
__assume(_EQ_(count, n));

if ((flags & O_APPEND) && n > 0){
ssize_t size = __file_size(fd);
ssize_t end = __concretize(size);

while (size != end)
end = __concretize(size);

__file_set_offset(fd, end);
}

return __file_write(fd, buf, n);
}
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Evaluation
EQ3: Do our summaries improve on hand-written summaries?

Work in progress: how to measure this improvement?

Performance Code Coverage New Bugs ?

Which benchmarks? Contact us!
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Conclusions

1
A symbolic reflection API 

with support for file-system 

functions

Implemented in angr and 

KLEE

2
A summary validation tool 

with support for file 

summaries

libc file test suite

Fuzzing engine

3
An agentic tool for 

summary generation

Off-the-shelf coding agents

Templates + validation 

feedback

Thank you!
Feedback? Please reach out
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