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Symbolic Execution
Program analysis technique
• Systematically explores paths
• Checks feasibility using SMT

Applications
• Test input generation
• Bug finding
• Verification
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int x1, x2, y1, y2; // symbolic
if (x1 != x2) {
  int gradient = (y1 – y2) / (x1 – x2);
}

𝒔𝟐

𝒙𝟏 ≠ 𝒙𝟐 𝒙𝟏 = 𝒙𝟐

𝒙𝟏 − 𝒙𝟐 = 𝟎𝒙𝟏 − 𝒙𝟐 ≠ 𝟎

𝒔𝟎

𝒔𝟑 𝒔𝟒

𝒔𝟏

signed division 𝒂/𝒃 fails when:
 𝒃 = 𝟎
 𝒂 = −2147483647, 𝒃 = −𝟏

Motivation

computed by KLEE



How can we guarantee safety?
Verifying the symbolic executor is hard
• Complex code with third-party dependencies

• Standard library, SMT Solver, etc.

Our Solution: 
• Adopt the approach of translation validation
• Generate a safety proof that is specific to the analyzed program
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Concrete and Symbolic Semantics
• Concrete state: ℓ, 𝜎, 𝜅

• ℓ: program location
• 𝜎: store (integers, undef, poison)
• 𝜅: stack

• Symbolic state: ℓ, ෤𝜎, ǁ𝜅, 𝜑
• ℓ: program location
• ෤𝜎: symbolic store (SMT expressions)
• ǁ𝜅: symbolic stack
• 𝜑: path constraints



𝐴𝑠𝑠𝑖𝑔𝑛 𝑅𝑢𝑙𝑒 (ℓ ∶  𝑥 = 𝑒)

ℓ, 𝜎, 𝜅 → (ℓ + 1, 𝜎[𝑥 ↦ 𝑒𝑣𝑎𝑙(𝑒, 𝜎)], 𝜅) ℓ, ෤𝜎, ǁ𝜅, 𝜑 ෥→ (ℓ + 1, ෤𝜎[𝑥 ↦ ෫𝑒𝑣𝑎𝑙(𝑒, ෤𝜎)], ǁ𝜅, 𝜑)

𝑒𝑣𝑎𝑙 𝑒, 𝜎 = 𝑡𝑟𝑢𝑒

ℓ, 𝜎, 𝜅 → (ℓ𝑏1
, 𝜎, 𝜅)

𝐵𝑟𝑎𝑛𝑐ℎ 𝑅𝑢𝑙𝑒 (ℓ ∶ 𝑏𝑟 𝑒 𝑏1 𝑏2)

ℓ, ෤𝜎, ǁ𝜅, 𝜑 ෥→ (ℓ𝑏1
, ෤𝜎, ǁ𝜅, 𝜑 ∧ ෫𝑒𝑣𝑎𝑙(𝑒, ෤𝜎))

ℓ, ෤𝜎, ǁ𝜅, 𝜑 ෥→ (ℓ𝑏2
, ෤𝜎, ǁ𝜅, 𝜑 ∧ ¬෫𝑒𝑣𝑎𝑙(𝑒, ෤𝜎))

𝑒𝑣𝑎𝑙 𝑒, 𝜎 = 𝑓𝑎𝑙𝑠𝑒

ℓ, 𝜎, 𝜅 → (ℓ𝑏2
, 𝜎, 𝜅)

Concrete Symbolic



Concrete and Symbolic Semantics

𝑐𝑖𝑛𝑖𝑡 →∗ 𝑐

∃𝑠. (𝑠𝑖𝑛𝑖𝑡 ෥→∗ 𝑠) ∧ (𝑠 ≻ 𝑐)

Over Approximation:
Given c ≝ ℓ, 𝜎, 𝜅  and s ≝ ℓ, ෤𝜎, ǁ𝜅, 𝜑 , s ≻ 𝑐 if:
• 𝑚 ⊨ 𝜑
• 𝑐 is a concretization of 𝑠 using 𝑚

Theorem (Reachability Completeness):

(𝑎𝑛𝑑 𝑡ℎ𝑒𝑟𝑒 𝑎𝑟𝑒 𝑛𝑜 𝑝𝑜𝑖𝑠𝑜𝑛𝑒𝑑 𝑠𝑡𝑎𝑡𝑒𝑠)



Execution Trees
int x; // symbolic
int y = 0;
if (x > 7) {
  y++;
  if (x < 1) {
    // ...
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Safe Execution Trees
The subtree of 𝑠 is safe if:
• 𝑠 is not an error state
• If 𝑠 ෥→ 𝑠′, one of these must hold:

• 𝑠′ is infeasible  
• There a child 𝑠′′ of 𝑠 such that:

• 𝑠′ and 𝑠′′ are equivalent
• The subtree of 𝑠′′ is safe

𝒔

𝒔′′ …𝑠 ෥→ 𝑠′

equivalent



Safe Execution Trees
Theorem:
If the execution tree of 𝑠𝑖𝑛𝑖𝑡 is safe,
then the program is safe w.r.t the concrete semantics.



Proof Structure

Pre-Defined

program definition
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Auto-Generation Proof

𝒑𝒓𝒐𝒈𝒓𝒂𝒎 ≝  …

𝒔𝟎 ≝  …

…
𝒔𝟕 ≝  …

𝒏𝒐𝒅𝒆𝟕 ≝  …
…
𝒏𝒐𝒅𝒆𝟎 ≝  …

𝑳𝒆𝒎𝒎𝒂 𝑳𝟕 ∶  𝒔𝒂𝒇𝒆 𝒏𝒐𝒅𝒆𝟕

…
𝑳𝒆𝒎𝒎𝒂 𝑳𝟎 ∶  𝒔𝒂𝒇𝒆 𝒏𝒐𝒅𝒆𝟎

𝑻𝒉𝒆𝒐𝒓𝒆𝒎 ∶  𝒔𝒂𝒇𝒆 𝒑𝒓𝒐𝒈𝒓𝒂𝒎

program definition

symbolic states

execution tree

execution tree safety

program safety
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Proof Compilation Optimizations
• Term Reuse
• Proof Object Minimization

• Avoid expensive tactics



ℓ4, 𝑦 ↦ 0 , [], 𝑥 > 0 ෥→ (ℓ5, [𝑦 ↦ 0 + 1], [], 𝑥 > 0)

assign rule

(ℓ5, [𝑦 ↦ 1], [], 𝑥 > 0)

int x; // symbolic
int y = 0;
if (x > 7) {
  y++;
  if (x < 1) {
    // ...
  }
}
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Lemma L4: (safe t4). 
Proof. 
  apply Safe. 
  - apply not_error_assign. 
  - intros s’ Hstep. 
    left. 
    exists t5. 
    split. 
    + apply in_eq. 
    + split. 
      { 
        inversion Hstep. 
        ... 
      }
      { apply L5.}
Qed.

ℓ4, 𝑦 ↦ 0 , [], 𝑥 > 0 ෥→ (ℓ5, [𝑦 ↦ 0 + 1], [], 𝑥 > 0)

assign rule

(ℓ5, [𝑦 ↦ 1], [], 𝑥 > 0)

The subtree of 𝑠 is safe if:
• 𝑠 is not an error state
• If 𝑠 ෥→ 𝑠′, one of these must hold:

• 𝑠′ is infeasible  
• There a child 𝑠′′ of 𝑠 such that:

• 𝑠′ and 𝑠′′ are equivalent
• The subtree of 𝑠′′ is safe
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long proof
expensive tactics

The subtree of 𝑠 is safe if:
• 𝑠 is not an error state
• If 𝑠 ෥→ 𝑠′, one of these must hold:

• 𝑠′ is infeasible  
• There a child 𝑠′′ of 𝑠 such that:

• 𝑠′ and 𝑠′′ are equivalent
• The subtree of 𝑠′′ is safe



ℓ4, 𝑦 ↦ 0 , [], 𝑥 > 0 ෥→ (ℓ5, [𝑦 ↦ 0 + 1], [], 𝑥 > 0)

assign rule

(ℓ5, [𝑦 ↦ 1], [], 𝑥 > 0)

Lemma for assign (𝑥 = 𝑒):
Let 𝑠 ≝ (𝑙, ෤𝜎, ǁ𝜅, 𝜑), if there exist 𝑡 and ෤𝜎𝑜𝑝𝑡  such that:

• ෤𝜎 𝑥 ↦ ෫𝑒𝑣𝑎𝑙 ෤𝜎, 𝑒 ≡ ෤𝜎𝑜𝑝𝑡

• 𝑡. 𝑠𝑡𝑎𝑡𝑒 = (𝑛𝑒𝑥𝑡(𝑙), ෤𝜎𝑜𝑝𝑡 , ǁ𝜅, 𝜑)

• 𝑡 is safe
then 𝑡𝑟𝑒𝑒(𝑠, 𝑡 ) is safe.



expensive tactics
proved only once

Lemma L4: (safe t4). 
Proof. 
  apply (safe_assign ...).  
  - apply (equiv_store ...). 
  - reflexivity. 
  - apply L5.
Qed.

Lemma safe_assign : …
Proof. 
…
...
…
…
Qed.

smaller proof
simple tactics



Implementation: KLEE-Rocq
• Formalization in Rocq (roughly 20K lines)

• Subset of LLVM with integers
• LLVM semantics (concrete and symbolic)
• Theory (lemmas and theorems)

• Proof generation on top of KLEE
• Extended to generate a safety proof (.v file)



Evaluation
• Benchmarks

• SVComp
• WiSE (FSE’23)
• Various numerical algorithms

• Metrics
• Runtime overhead of proof generation
• Proof compilation time
• Proof size





Summary
• Generating safety proofs using symbolic execution

• Formal framework
• Runtime proof generation

• Applied for LLVM/KLEE/Rocq

Open Source:
• https://github.com/davidtr1037/klee-rocq



Future Work & Open Challenges
• Scaling proof checking
• Supporting more LLVM features
• Apply to other program analysis techniques
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   (   ℓ 4 ,    [  y ↦ 0 ] , [ ] , x > 0 )  → ~ (  ℓ 5 ,   [ y ↦ 0 + 1 ] ,   [ ] , x > 0 )


  (  ℓ 5 ,   [ y ↦ 1 ] ,   [ ] , x > 0 )


  x = e


  s ≝ ( l ,  𝜎 ~ ,  𝜅 ~ , 𝜑 )


  t


     𝜎 ~  o p t  


   𝜎 ~  [  x ↦   e v a l ~  (   𝜎 ~ , e ) ] ≡    𝜎 ~  o p t


  t . s t a t e = ( n e x t ( l ) ,    𝜎 ~  o p t ,  𝜅 ~ ,   𝜑 )


  t


  t r e e ( s ,  [ t ] )

